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Methodology and participants

The survey was conducted among Allianz customers (global businesses), brokers and industry 

trade organizations, as well as risk consultants, underwriters, senior managers and claims experts 

in the corporate insurance segment of both AGCS and other Allianz entities.
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2,650
respondents

89
countries

22
industry

sectors

11th
edition in 

2022

20.10 – 17.11.

2021

survey run



The most 
important global 

business risks in 2022
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1
44%

Cyber incidents
(e.g. cyber crime, IT failure/outage, 

data breaches, fines and penalties) 2021:

40% (3)

6
17%

Climate change1

(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

2021:

13% (9)

2
42%

Business interruption 
(incl. supply chain disruption)

2021:

41% (1)

7
17%

Fire, explosion

2021:

16% (7)

3
25%

Natural catastrophes 
(e.g. storm, flood, earthquake, wildfire, 

weather events) 2021:

17% (6)

8
15%

Market developments
(e.g. volatility, intensified 

competition/new entrants, M&A, 

market stagnation, market fluctation)

2021:

19% (4)

4
22%

Pandemic outbreak 
(e.g. health and workforce issues, 

restrictions on movement) 2021:

40% (2)

9
13%

Shortage of skilled 
workforce

2021:

8% (13)

5
19%

Changes in legislation and 
regulation 
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

2021: 

19% (5)

10
11%

Macroeconomic 
developments 
(e.g. monetary policies, austerity 

programs, commodity price increase, 

deflation, inflation)

2021: 

13% (8)

The most important business risks in 2022: global
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Selected results highlights

7

Pandemic outbreak drops from 
second to fourth position as 
majority of companies are less 
concerned and feel adequately 
prepared for future outbreaks.

Shortage of skilled workforce is 
a new entry in the top 10 risks at 
number nine.  Attracting and 
retaining workers has rarely been 
more challenging. 

Cyber, business interruption 
and natural disasters are the 
top three business risks 
globally in 2022.

Natural catastrophes and
climate change rise significantly 
in the annual rankings as extreme 
weather events and transition 
risks mount.

The past 18 months have been a 
wake-up call for business 
interruption and risks are likely to 
remain elevated for the foreseeable 
future. 



Business
interrupted
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Business interrupted

• For most companies the biggest fear is not being able to 

produce their products or deliver their services. 2021 saw 

unprecedented levels of disruption, caused by various 

triggers.

• Crippling cyber-attacks, the supply chain impact from 

many climate change-related weather events, as well as 

pandemic-related manufacturing problems and transport 

bottlenecks wreaked havoc

• ’Business interrupted’ will likely remain the key underlying 

risk theme in 2022.

• Building resilience against the many causes of business 

interruption is increasingly becoming a competitive 

advantage for companies.
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Cyber incidents

• #1 business risk in 2022 

worldwide (44% of responses) 

• #1 business risk in 2022 in 15 

countries

• Recent cyber attacks have 

shown worrying trends such as 

‘double extortion’ tactics,

exploiting software 

vulnerabilities in supply chains

or the targeting of physical 

critical infrastructure.

https://www.agcs.allianz.com/news-and-insights/news/cyber-risk-trends-2021-press.html


Cyber incidents

The main driver is the recent surge in ransomware attacks, which are confirmed as the top cyber threat for the 

year ahead by survey respondents (57%). 

11

Which cyber exposures concern your company most over the next year?
Figures represent the percentage of answers of all participants who responded (1,153). Figures do not add up to 100% as up to three risks 

could be selected.

https://www.agcs.allianz.com/news-and-insights/reports/cyber-risk-trends-2021.html
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Business 
interruption

• #2 business risk in 2022 

worldwide (42% of responses) 

• #1 business risk in 16 countries

• 45% of respondents said recent 

supply chain disruption had had 

a large impact on their sector



Business interruption

13

The most feared cause of BI is cyber incidents; reflecting the rise in ransomware attacks but also vulnerabilities 

caused by companies’ growing reliance on digitalization and the shift to remote working. Natural catastrophes 

and pandemic are two other important triggers in the view of respondents. 

Which causes of business interruption does your company fear most in 2022?
Figures represent the percentage of answers of all participants who responded (1,118). Figures do not add up to 100% as up to three risks could 

be selected.
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Natural 
catastrophes

• #3 business risk in 2022 

worldwide

• For 2021, global insured 

catastrophe losses were well in 

excess of $100bn – the fourth 

highest year on record

• Hurricane Ida in the US may 

have been the costliest event, 

but more than half of the losses 

came from so-called secondary 

perils such as floods and 

tornadoes



Top 4-10 business
risks in 2022
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Top risks in focus
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Climate change1

The risks from – and the 
pressure to act on – global 
warming have increased 
noticeably for businesses 
over the past 12 months.

Pandemic outbreak
Pandemic risk drops two 
positions in this year’s 
rankings with businesses 
largely confident in their 
ongoing contingency plans 
and future preparations.

Fire, explosion
Between July 2013 and July 
2018 the largest single cause of 
loss for businesses was 
fire/explosion (excluding 
wildfires), causing in excess of 
$15bn worth of damages during 
this period.

Changes in legislation and 
regulation
Legislation never sleeps and 
despite many promises to 
reduce red tape, new rules and 
regulations proliferate. 2022 will 
be no exception, particularly in 
the areas of big tech and 
sustainability.

4
22%

5
19%

6
17%

7
17%



Top risks in focus
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Macroeconomic developments
Even two years into the pandemic 
only one thing is certain: 
uncertainty.

Market developments
Volatility is set to increase 
considerably and repercussions 
of the monetary turnaround will 
be felt around the globe, with 
weaker emerging markets 
coming under strain.

Shortage of skilled workforce
Attracting and retaining skilled 
workers has rarely been more 
challenging as 69% of companies 
globally report talent shortages –
the highest in 15 years, according 
to a ManpowerGroup survey1, 
ensuring shortage of skilled 
workforce is a new entry in the 
top 10 risks.

8
15%

9
13%

10
11%



AGCS expert
knowledge
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AGCS expert knowledge

19

Directors and 

officers (D&O) 

insurance insights 

2022

Managing the 

new age of 

construction risk

Global Risk 

Dialogue 

Winter 

2021/2022

Ransomware 

trends: Risks 

and Resilience

ESG risk drivers: 

Do well by doing 

good

Safety and 

Shipping Review 

2021

https://www.agcs.allianz.com/news-and-insights/reports/directors-and-officers-insurance-insights-2022.html
https://www.agcs.allianz.com/news-and-insights/reports/directors-and-officers-insurance-insights-2022.html
https://www.agcs.allianz.com/news-and-insights/reports/10-trends-construction-risks.html
https://www.agcs.allianz.com/news-and-insights/reports/10-trends-construction-risks.html
https://www.agcs.allianz.com/news-and-insights/reports/global-risk-dialogue.html
https://www.agcs.allianz.com/news-and-insights/reports/global-risk-dialogue.html
https://www.agcs.allianz.com/news-and-insights/reports/cyber-risk-trends-2021.html
https://www.agcs.allianz.com/news-and-insights/reports/cyber-risk-trends-2021.html
https://www.agcs.allianz.com/news-and-insights/reports/esg-risk-drivers.html
https://www.agcs.allianz.com/news-and-insights/reports/esg-risk-drivers.html
https://www.agcs.allianz.com/news-and-insights/reports/shipping-safety.html
https://www.agcs.allianz.com/news-and-insights/reports/shipping-safety.html


Thank you!
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Appendix
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The most important SME business risks in 2022
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1
39%

Cyber incidents
(e.g. cyber crime, IT failure/outage, 

data breaches, fines and penalties) 2021:

35% (2)

1
43%

Business interruption 
(incl. supply chain disruption)

2021:

44% (1)

2
32%

Business interruption 
(incl. supply chain disruption)

2021:

34% (3)

2
36%

Cyber incidents
(e.g. cyber crime, IT failure/outage, 

data breaches, fines and penalties)
2021:

34% (3)

3
25%

Pandemic outbreak 
(e.g. health and workforce issues, 

restrictions on movement) 2021:

42% (1)

3
27%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events) 2021:

21% (4)

4
21%

Changes in legislation and 
regulation1

(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

2021:

21% (4)

4
25%

Pandemic outbreak 
(e.g. health and workforce issues, 

restrictions on movement)

2021:

40% (2)

5
21%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events) 2021: 

14% (7)

5
21%

Fire, explosion
2021: 

20% (5)

Top 5 risks for small-size companies (<250mn annual revenues)     Top 5 risks for mid-size companies (250mn to 300mn annual revenues) 



Top 10 business risks in 2022: Europe
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1
48%

Cyber incidents
(e.g. cyber crime, IT failure/outage, 

data breaches, fines and penalties)

2021:

44% (1)

6
20%

Changes in legislation and 
regulation 
(e.g. trade wars and tariffs,

economic sanctions, protectionism, 

Brexit, Euro-zone disintegration)

2021: 

22% (4)

2
45%

Business interruption 
(incl. supply chain disruption)

2021:

43% (2)

7
17%

Fire, explosion

2021:

15% (7)

3
25%

Natural catastrophes 
(e.g. storm, flood, earthquake, wildfire, 

weather events) 2021:

16% (6)

8
16%

Market developments
(e.g. volatility, intensified 

competition/new entrants, M&A market 

stagnation, market fluctation)

2021:

20% (5)

4
20%

Climate change1

(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming) 2021:

14% (8)

9
13%

Macroeconomic 
developments
(e.g. monetary policies, austerity 

programs, commodity price increase, 

deflation, inflation)

2021:

12% (9)

5
20%

Pandemic outbreak2

(e.g. health and workforce issues, 

restrictions on movement) 2021: 

42% (3)

10
11%

Shortage of skilled 
workforce



1
46%

Business interruption 
(incl. supply chain disruption)

2021:

46% (1)

6
19%

Fire, explosion

2021:

15% (6)

2
40%

Cyber incidents
(e.g. cyber crime, IT failure/outage, 

data breaches, fines and penalties 2021:

35% (3)

7
14%

Climate change2

(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

2021:

12% (9)

3
35%

Natural catastrophes 
(e.g. storm, flood, earthquake, wildfire, 

weather events) 2021:

26% (4)

8
14%

Market developments 
(e.g. volatility, intensified 

competition/new entrants, M&A market 

stagnation, market fluctation)

2021:

23% (5)

4
20%

Pandemic outbreak1

(e.g. health and workforce issues, 

restrictions on movement)

2021:

40% (2)

9
12%

Changes in legislation and 
regulation
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

2021:

13% (7)

5
20%

Shortage of skilled 
workforce 10

9%

Loss of reputation or 
brand value 
(e.g. public criticism)

Top 10 business risks in 2022: Americas
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1
40%

Cyber incidents
(e.g. cyber crime, IT failure/outage, 

data breaches, fines and penalties 2021:

41% (1)

6
16%

Climate change1

(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

2021:

17% (6)

2
37%

Business interruption 
(incl. supply chain disruption)

2021:

38% (3)

7
16%

Fire, explosion

2021:

12% (9)

3
27%

Pandemic outbreak 
(e.g. health and workforce issues, 

restrictions on movement) 2021:

39% (2)

8
16%

Market developments 
(e.g. volatility, intensified 

competition/new entrants, M&A market 

stagnation, market fluctation)

2021:

16% (7)

4
25%

Natural catastrophes 
(e.g. storm, flood, earthquake, wildfire, 

weather events) 2021:

27% (4)

9
12%

Loss of reputation or 
brand value 
(e.g. public criticism)

5
22%

Changes in legislation and 
regulation
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

2021:

22% (5)

10
11%

New technologies
e.g. impact of artificial intelligence, 

connected/autonomous vehicles, 

electric/fuel cell vehicles, 3D printing, 

Internet of Things, nanotechnology, 

blockchain, 5G)

Top 10 business risks in 2022: Asia Pacific

2021:

13% (8)
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1
40%

Cyber incidents
(e.g. cyber crime, IT failure/outage, 

data breaches, fines and penalties 2021:

33% (3)

6
18%

Critical infrastructure 

blackouts
(e.g. power disruption) or failures (e.g. 

aging dams, bridges, rail tracks)

2021:

11% (10)

2
36%

Business interruption 
(incl. supply chain disruption)

2021:

36% (2)

7
16%

Macroeconomic 
developments
(e.g. monetary policies, austerity 

programs, commodity price increase, 

deflation, inflation)

2021:

20% (4)

3
25%

Pandemic outbreak 
(e.g. health and workforce issues, 

restrictions on movement) 2021:

36% (1)

7
16%

Market developments 
(e.g. volatility, intensified 

competition/new entrants, M&A market 

stagnation, market fluctation)

2021:

15% (9)

4
23%

Political risks and violence
(e.g. political instability, war, terrorism, 

civil commotion, riots and looting) 2021:

19% (6)

9
14%

Loss of reputation or 
brand value 
(e.g. public criticism)

5
22%

Changes in legislation and 
regulation
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

2021:

17% (8)

10
13%

Climate change
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

Top 10 business risks in 2022: Africa & Middle East

26



1
65%

Climate change 
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

2021:

41% (1)

1
47%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties) 2021:

35% (3)

2
42%

Natural catastrophes 
(e.g. storm, flood, earthquake, wildfire, 

weather events)

2
45%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement) 2021:

62% (1)

3
29%

Business interruption
(incl. supply chain disruption)

2021:

28% (3)

3
29%

Business interruption
(incl. supply chain disruption)

2021:

41% (2)

3
29%

Environmental risks
(e.g. pollution) 4

21%

Climate change 
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

3
29%

Fire, explosion

2021:

22% (5)

4
21%

Market developments
(e.g. volatility, intensified 

competition/new entrants, M&A, 

market stagnation, market fluctuation)

2021:

31% (4) 

The most important business risks in 2022 by industry

27

Top 5 risks in Agriculture                                                                Top 5 risks in Aviation, Aerospace & Defense



1
73%

Business interruption
(incl. supply chain disruption)

2021:

66% (1)

1
59%

Business interruption
(incl. supply chain disruption)

2021:

38% (1)

2
42%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

2
32%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

3
29%

Natural catastrophes                    
(e.g. storm, flood, earthquake, wildfire, 

weather events)

2
32%

Natural catastrophes                    
(e.g. storm, flood, earthquake, wildfire, 

weather events)

4
18%

Fire, explosion 4
18%

Product recall, 
quality management, serial 
defects

4
18%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement) 2021:

34% (3)

5
14%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement) 2021:

38% (1) 

The most important business risks in 2022 by industry
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Top 5 risks in Chemical, Pharmaceuticals & Biopharma                           Top 5 risks in Consumer Goods

2021:

49% (2)

2021:

21% (4)



1
43%

Business interruption
(incl. supply chain disruption)

2021:

44% (1)

1
54%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement) 2021:

56% (1)

2
42%

Natural catastrophes                    
(e.g. storm, flood, earthquake, wildfire, 

weather events)

2
51%

Business interruption
(incl. supply chain disruption)

3
24%

Fire, explosion

2021:

32% (4)

3
32%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

4
23%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

4
30%

Loss of reputation or

brand value
(e.g. public criticism)

5
21%

Shortage of skilled 

workforce 5
19%

Changes in legislation 
and regulation 
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

The most important business risks in 2022 by industry
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Top 5 risks in Engineering, Construction & Real Estate                        Top 5 risks in Entertainment & Media

2021:

35% (2)

2021:

21% (5)

2021:

37% (2)

2021:

37% (2)

2021:

20% (4)



1
51%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties 2021:

47% (1)

1
67%

Business interruption
(incl. supply chain disruption)

2021:

53% (1)

2
30%

Business interruption
(incl. supply chain disruption) 2

43%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

3
26%

Changes in legislation 
and regulation 
e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

2021:

26% (4)

3
23%

Climate change
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

4
24%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement)

3
23%

Fire, explosion

5
19%

Market developments 
(e.g. volatility, intensified 

competition/new entrants, M&A, 

market stagnation, market fluctuation)

5
20%

Changes in legislation 
and regulation 
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

The most important business risks in 2022 by industry
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Top 5 risks in Financial Services                                                 Top 5 risks in Food & Beverage (mfg. & supply)

2021:

31% (3)

2021:

40% (2)

2021:

23% (5)

2021:

30% (3)



1
57%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties 2021:

37% (1)

1
57%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement) 2021:

66% (1)

2
43%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement)

2
39%

Business interruption
(incl. supply chain disruption)

3
30%

Shortage of skilled 

workforce 3
25%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

4
26%

Changes in legislation 
and regulation 
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

4
22%

Natural catastrophes 
(e.g. storm, flood, earthquake, wildfire, 

weather events)

5
22%

Business interruption
(incl. supply chain disruption) 5

18%

Climate change 
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

The most important business risks in 2022 by industry
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Top 5 risks in Government & public services (incl. healthcare)        Top 5 risks in Hospitality, leisure & tourism

2021:

37% (1)

2021:

30% (3)

2021:

46% (2)

2021:

43% (3)

2021:

17% (5)

2021:

14% (4)



1
68%

Business interruption
(incl. supply chain disruption)

2021:

63% (1)

1
42%

Business interruption
(incl. supply chain disruption)

2021:

36% (2)

2
53%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

2
33%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events)

3
31%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events)

3
25%

Fire, explosion

4
26%

Fire, explosion 4
23%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

5
18%

Product recall, 

quality management, serial 

defects

5
18%

Climate change
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

The most important business risks in 2022 by industry
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Top 5 risks in Manufacturing (incl. Automotive)                                       Top 5 risks in Marine & Shipping

2021:

41% (2)

2021:

26% (4)

2021:

27% (3)

2021:

26% (4)



1
59%

Business interruption
(incl. supply chain disruption)

2021:

51% (1)

1
46%

Business interruption
(incl. supply chain disruption)

2021:

45% (2)

2
50%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events)

2
41%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events)

3
35%

Fire, explosion 3
33%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

4
32%

Climate change
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

4
31%

Fire, explosion

5
21%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

5
26%

Climate change
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

The most important business risks in 2022 by industry
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Top 5 risks in Oil & Gas                                                                           Top 5 risks in Power & Utilities

2021:

24% (4)

2021:

27% (3)

2021:

24% (5)

2021:

39% (2)

2021:

24% (4)

2021:

51% (1)



1
45%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties) 2021:

52% (1)

1
65%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events) 2021:

38% (2)

2
27%

Changes in legislation

and regulation
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

2
60%

Business interruption
(incl. supply chain disruption)

3
22%

Loss of reputation or 

brand value
(e.g. public criticism)

3
35%

Climate change
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

4
21%

Business interruption
(incl. supply chain disruption) 4

30%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

5
20%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement)

4
30%

Fire, explosion

The most important business risks in 2022 by industry
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Top 5 risks in Professional Services (e.g. legal)                                          Top 5 risks in Renewable Energy

2021:

25% (3)

2021:

43% (1)

2021:

29% (3)

2021:

40% (2)

2021:

19% (5)

2021:

23% (4)



1
56%

Business interruption
(incl. supply chain disruption)

2021:

54% (1)

1
52%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties) 2021:

61% (1)

2
29%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)

2
45%

Business interruption
(incl. supply chain disruption)

3
27%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events)

3
28%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement)

3
27%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement)
4

20%

New technologies
(e.g. impact of artificial intelligence, 

connected/autonomous vehicles, 

electric/fuel cell vehicles, 3D printing, 

Internet of Things, nanotechnology, 

blockchain, 5G)

5
17%

Climate change
(e.g. physical, operational, financial 

and reputational risks as a result of 

global warming)

5
18%

Changes in legislation
and regulation 
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)
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Top 5 risks in Retail & Wholesale                                                                  Top 5 risks in Technology

2021:

46% (2)

2021:

44% (2)

2021:

18% (5)

2021:

26% (4)

2021:

32% (4)

2021:

21% (5)

2021:

30% (3)



1
60%

Business interruption
(incl. supply chain disruption) 2021:

38% (2)

1
27%

Business interruption
(incl. supply chain disruption) 2021:

41% (1)

2
55%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties)
1

27%

Natural catastrophes
(e.g. storm, flood, earthquake, wildfire, 

weather events)

3
25%

Critical infrastructure 

blackouts 
(e.g. power disruption) or failures (e.g. 

aging dams, bridges, rail tracks)

1
27%

Shortage of skilled 
workforce

3
25%

Pandemic outbreak
(e.g. health and workforce issues, 

restrictions on movement)
4

22%

Changes in legislation

and regulation 
(e.g. trade wars and tariffs, economic 

sanctions, protectionism, Brexit, Euro-

zone disintegration)

5
20%

New technologies
(e.g. impact of artificial intelligence, 

connected/autonomous vehicles, 

electric/fuel cell vehicles, 3D printing, 

Internet of Things, nanotechnology, 

blockchain, 5G)

5
18%

Cyber incidents
(e.g. cyber crime, IT failure/outage,                       

data breaches, fines and penalties
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Top 5 risks in Telecommunications                                                                Top 5 risks in Transportation

2021:

26% (3)

2021:

31% (3)

2021:

71% (1)


