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PREPARING FOR THE FUTURE

INTRODUCTION

The manufacturing industry is undergoing radical change as business evolves from traditional 
operations to “smart,” interconnected, data-driven processes and facilities. As manufacturing 
evolves, so do risks. 

In this special manufacturing series, Allianz reports on the top risk challenges faced by small- 
to medium-size (SME) manufacturers, including business interruption (BI), cyber incidents and 
workplace disruptions such as the competitive labor market, increasing opioid abuse, and a 
growing skills gap, and offers risk mitigation and insurance tips about how they can prepare for 
the future.

“ The manufacturing sector is thriving and continues to be a key focus for 
Allianz. We stay ahead of trends to develop the most comprehensive risk 
management solutions to help our customers navigate the future.”  
Rajiv Iyer, Head of Package and Small Business

MARKET SHARE AND INDUSTRY OPTIMISM
Nearly 300 years after the first industrial revolution, 
manufacturing is still a key sector in supporting 
a robust and sustainable economy, driven by the 
success of SME manufacturing companies. China 
leads the world as the largest manufacturing 
country, followed by the US, Japan, Germany and 
South Korea. According to the World Bank, cyclical 
recovery is being experienced by businesses around 
the world and it sees that recovery as promising for 
investment, manufacturing and trade1. 

MANUFACTURING AT A GLANCE
In the US, roughly 12.75 million people are 
employed in manufacturing and the sector 
contributes nearly 12% of GDP2. Globally, according 
to the United Nations, manufacturing contributed 
17% of all economic value added in 2016 and has 
changed little since then. Manufacturing is more 
significant to the US GDP than in the UK, France, 
and Canada, but much less important than in 
Japan, Indonesia, Germany, China, and South 
Korea. For example, the share of total economic 
output in China declined from 32% in 2010 to 27% in 
2016, while it remained relatively stable in the US3. 



The majority of manufacturers are 
considered small (i.e., have fewer  
than 500 employees) and of those 
firms, over three-quarters have  
fewer than 20 employees4. 

In a global survey by Leading Edge Alliance, 81% 
of manufacturing companies, including smaller 
companies, reported they expect revenues to 
grow in 20185. The survey also revealed there is 
“significant optimism” among manufacturers for 
their business, industry and economy. One reason 
for this success is the ever-evolving nature of 
manufacturing – old technologies fade and new 
ones emerge. 

FOR EVERY $1 SPENT IN MANUFACTURING, 
ANOTHER $1.89 IS ADDED TO THE ECONOMY
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THE REVOLUTION IS HERE

“Smart”, connected technologies are transforming 
manufacturing, as well as changing how parts and 
products are designed, made, delivered, used and 
maintained. 

Commonly known as the “fourth industrial 
revolution”, the “Internet of Things (IoT)”, or “Industry 
4.0”, interconnected technologies include smart 
factories, machine learning, enterprise resource 
planning (ERP) and 3-D printing, driven by such 
technologies as robotics, big data and analytics, 
virtual simulation, artificial intelligence (AI), 
nanotechnology and quantum computing, among 
others.

While its roots are in manufacturing, Industry 4.0 is 
about more than simply production. These intuitive, 
connected technologies can also transform 
organizations themselves: how they make sense of 
information and act upon it to achieve operational 
excellence along with continuous improvement of 

the consumer/partner experience. Industry 4.0 is 
ushering in new rules for production, operations, 
workforce – and even society.

Tomorrow’s factories will differ radically from 
today’s. Products will move themselves along the 
line. Augmented reality will allow employees to 
learn new tasks quickly. Products will “predict” 
when they need to be fixed. Replacement parts 
will be made on-the-spot with 3D printers. While 
companies expect the transition to transform their 
business models, they also anticipate a significant 
expenditure - some estimates run as high as 50% 
of planned capital over five years6. Business risks 
such as cyber incidents, capital pressures and 
infrastructure breakdown are a real concern to 
businesses considering the conversion.

New technologies was 
ranked 7th in the top 
10 business risks for 
mid-sized companies* 
in the 2018 Allianz 
Risk Barometer and 
10th by small-sized 
companies**

*  €250m to €500m annual 
revenues  

**  <€250m annual revenues

Source: National Association of Manufacturers



SMART FACTORIES
The smart factory is different from the more traditional automated 
factory because it is a fully connected and flexible system— one that 
uses a constant stream of data from connected operations, sensors and 
production systems to learn and adapt to new demands. It is integral 
to the broader digital supply network and has multiple facets that 
manufacturers leverage to adapt to the changing marketplace more 
effectively7. Here are four trends to watch for in this area8:

INDUSTRIAL ROBOTICS 
A new wave of factory automation is underway and robots are entering this 
environment to create value for manufacturers. Collaborative robots, or ‘cobots’,  
are cheaper, more mobile and more flexible than their predecessors.

OT/IT CONVERGENCE 
Combining data from operational technology (OT) and information technology 
(IT) promotes adherence to manufacturing schedules and speeds response to 
machinery issues, which reduces downtime.

THE RISE OF AI 
In addition to automated assembly lines, product testing and quality control,  
AI helps predict demand patterns and allocates resources far more accurately, 
which improves operations.

ADDITIVE MANUFACTURING 
3D printers are advancing beyond prototyping. Referred to as ‘additive 
manufacturing’, this technology includes personalized variations of mass-produced 
products (mass customization), split-testing two or more variations of a product 
design (rapid design iteration), low-volume production, virtual inventory  
(on demand production), and product innovation9. 

IOT
IoT refers to sensors and devices that 
are interconnected with the ability to 
send and receive data on their own. 
IoT sensors feed real-time data into 
analytics systems, which adjust machinery 
remotely to minimize defects, improve 
yield, and reduce waste. Collaborative 
robots handle dangerous tasks and 
eliminate safety risks, while 3-D printing 
now produces intricate, multi-material 
components and final goods.

TOP 5 RISKS IN MANUFACTURING*

BI, Cyber and Natural 
Catastrophes ranked 
highest of the Top 
10 Business Risks for 
SME sized companies 
in the Allianz Risk 
Barometer 2018

* Allianz Risk Barometer 2018 (figures 
represent how often a risk was selected 
as a percentage of all responses for the 
manufacturing industry sector)

74% BI

40% Cyber incidents

32% Natural catastrophes

29% Fire, explosion

20% Quality deficiencies, 
 serial defects, product recall



About this series
The AGCS “Manufacturing 
Spotlight” series presents topics 
of interest to SME manufacturers 
and includes trends, expert 
advice, risk mitigation and 
insurance solutions for issues 
as diverse as cyber awareness, 
business interruption and opioid 
abuse in the workplace. New 
briefings will be published at 
regular intervals. 

OUR EXPERT:
Rajiv Iyer
Global Head of Package  
and Small Business

 rajiv.iyer@agcs.allianz.com

PREPARING FOR THE FUTURE 

New technologies bring new challenges for manufacturers, particularly 
in the SME space. Whether it is the ability to resume operations after a 
natural catastrophe, cyber event, or changing dynamics of the workplace, 
businesses that prepare will advance their opportunity for success. In this 
special manufacturing series, we focus on key industry challenges and 
considerations for manufacturers to prepare for a productive future.

BUSINESS INTERRUPTION (BI): 
Whether it results from 
factory fires, destroyed 
shipping containers, or 
increasingly, cyber incidents, 
BI has tremendous effects on 
revenue. Businesses need to 
have a plan in place before 
disaster strikes.

CYBER:  
As manufacturers digitally 
mature, cyber security 
strategies must be vigilant, 
secure, and resilient, as 
well as fully-integrated into 
organizational and IT strategy 
from the start.

WORKFORCE MANAGEMENT: 
Challenges in attracting 
and retaining top talent are 
further magnified by a highly 
competitive labor market, 
socioeconomic factors such 
as the increasing availability 
of opioid drugs and a 
growing skills gap.

Sources: 
1 World Bank, Global Outlook, January, 2018 
2. National Association of Manufacturers, Top 20 Facts About Manufacturing, 2018 
3. Congressional Research Service, US Manufacturing in International Perspective, February 21, 2018
4. National Association of Manufacturers, Top 20 Facts About Manufacturing, 2018 
5. Leading Edge Alliance, 2018 National Manufacturing Outlook and Insights, 2018 
6. AGCS, Global Risk Dialogue, Summer/Fall 2016
7. Deloitte Insights, Forces of Change: Industry 4.0, 2017. 
8. Internet of Business, Analysis: Four Smart Factory Trends to Watch in 2018
9. Forbes, 7 Ways 3D Printing is Already Disrupting Global Manufacturing, 2015

Allianz partners 
with customers to 
understand these 
changing needs and 
provides solutions for 
both immediate and 
future risks.
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