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EVOLVING RISKS: SMART FACTORIES AND CYBER RISK

The interconnected nature of Industry 4.0-driven operations and the pace of digital 
transformation mean that cyber-attacks have far more extensive residual effects than ever 
before, and manufacturers and their supply networks may not be prepared for the exposures. 
As manufacturers digitally mature, cyber security strategies must be vigilant, secure, and 
resilient, as well as fully-integrated into organizational and IT strategy from the start. A 2016 
Deloitte Manufacturers Alliance for Productivity and Innovation (MAPI) study found that one-
third of manufacturers have not performed any cyber risk assessments of industrial control 
systems (ICS) operating on factory floors.

While cyber is ranked as the top risk in 11 countries in the 2018 Allianz Risk Barometer, it is 
also ranked as the most underestimated risk by 50% of respondents. Businesses need to be 
prepared more than ever as the sophistication of cyber-attacks continues to increase.

NEW THREATS
As manufacturers move to modernize their facilities 
with interconnected devices, they need to consider 
the impact on cyber exposure. New threats, such as 
so-called “cyber hurricane” events, where hackers 
disrupt large numbers of companies through 
common internet infrastructure dependencies, are 
becoming more frequent. 

From data breaches to phishing attacks, awareness 
of the cyber threat is growing among small- and 

mid-size (SME) businesses. Unfortunately, they do 
not always have the resources of larger companies 
to employ a Chief Information Security Officer 
(CISO) to help combat this growing threat. The 
impact can be catastrophic. Research shows that 
in 2017, the average cost of a data breach in North 
America was $117,000 for SMEs1, while other 
studies show that hackers have breached over 50% 
of small businesses, with these numbers increasing2. 

“ Manufacturers are at even greater risk of being impacted by a cyber-event due to their 
interconnected facilities. It is critical for these businesses to understand their exposure and take 
action to reduce their vulnerability.”  
Emy Donavan, Global Head of Cyber, AGCS
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IMPORTANCE OF PROTECTING YOUR DATA

Cyber events can result in a range of 
issues that are important to business 
operations – from product recall to 
liability to loss of funds. While general 
liability (GL) and crime insurance policies 
provide businesses with significant 
coverage, cyber events create additional 
types of loss that traditional insurance 
policies do not cover, including, costs 
to comply with customer notification of 
data breach as required by regulators, 
costs to rebuild or recreate databases 
destroyed by a cyber-attack, costs of 
forensic work necessary to determine 
what went wrong in the IT system,  
and more.

INTERCONNECTED MANUFACTURING 
Because of increasing 
interconnectedness of technology, 
sometimes called the Internet of Things 
(IoT), all data points must be secured. 
Because IoT devices, such as sensors 
that monitor equipment vibration and 
temperature, are closely connected, 
all a hacker has to do is exploit one 
vulnerability to manipulate all the data, 
rendering it compromised and, opening 
the business up to possible costly 
litigation and reputational damage.  
And manufacturers that don’t update  
their devices regularly – or at all –  
leave them vulnerable.

Cyber risks can be mitigated by 
encrypting backups, hardening access 
permissions and strengthening network 
perimeters. AGCS has partnered with 
Silicon Valley-based software company 
Zeguro to implement a “virtual CISO” 
platform as part of its insurance 
coverage, which enables SMEs to access 
tailored security recommendations and 
training for employees, helping to reduce 
the overall risk of financial loss following 
an incident. 

Consider possible exposures 
in line with the long-term 
strategy and prepare for 
potential incidents

Know your assets and how to 
prepare, process and protect 
data

Implement monitoring and 
early warning systems 
to guard against data 
compromise and manipulation, 
digital anomalies along the 
business chain, viruses, etc.

Implement downtime tracking 
tools/software in order to 
reduce idle time and increase 
productivity

Develop a cyber strategy in 
conjunction with a business 
continuity plan (BCP)

Train employees to identify 
data flow dependencies and 
related anomalies, to recognize 
fake emails and to not click 
through on suspicious links

Ensure 100% back-up and 
timely recovery for all real-
time (just-in-time) data-driven 
processes

Back up data off-site, 
segmented apart from the 
company’s network

Use role-based permissions for 
employees and do not grant 
more data access than needed 
for their jobs

Appoint a Chief of Information 
Security Officer (CISO) to 
oversee the company’s 
operational technology (OT) 
landscape

PREPARING AGAINST CYBER-ATTACK 



About this series
The AGCS “Manufacturing 
Spotlight” series presents topics of 
interest to SME manufacturers and 
includes trends, expert advice, risk 
mitigation and insurance solutions 
for issues as diverse as cyber 
awareness, business interruption 
and opioid abuse in the workplace. 
New briefings will be published at 
regular intervals. 
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