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Cyber risk connected: The many ways in which a business can be exposed

Have access to offices, networks and systems 
including critical access rights. Are these rights set 
correctly? Can the business monitor their activities?

Professional hackers target businesses to make money. 
Hacktivists attack interfaces resulting in damage. Espionage of 
intellectual property rights is common.

 A factory can face a number of potential perils 
stemming from IT, growing use of cloud computing 
and increasing interconnectivity.

If a communication line goes down this can impact 
customers, partners, supply chain management and 
remote maintenance.

Businesses depend on their customers and must 
protect IT facilities where sensitive and confidential 
data is located.

Supply chain management is critical but it’s also 
interconnected via public-accessible interfaces, with 
hackers looking for vulnerabilities 24/7. What happens 
if a denial of service attack paralyzes the supply chain? 

Cyber incidents can be caused by service 
providers. Over-dependency can result in an 
inability to monitor actions.

Employees can easily create outages (intended or unintended) 
or cause data leakages. Improving employee awareness of the 
risks involved is crucial.

Gaining access to credit card data is a quick win for 
cyber criminals. Businesses are liable for the 
non-disclosure of such data.

Critical in today’s just-in-time business. This is 
mostly managed by internet-connected interfaces 
which can be easily attacked. Can the business send 
out a product if this happens?

Many machines can be repaired online today. During 
repairs access to facilities can be hard to restrict. This 
could be abused to gain access to IT networks.

Possess confidential information about a business’ 
strengths and weaknesses. If a cyber incident occurs 
such information could fall into the wrong hands.


