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Allianz Risk Barometer 2016: Businesses face 
changing risk landscape with fierce 
competition and cyber attacks as major new 
threats  
 
  Business interruption (BI) remains top business risk for fourth year in succession, 

with cyber attacks and geo-political instability as new potential drivers of BI losses 

  The competitive market environment and cyber incidents are new risers into this 
year’s top three global business risks  

  Companies are worried about increasing sophistication of cyber-attacks, but tend 
to underestimate technical IT failure as cause of costly outages  
 

London/New York/Munich, December 9, 2015: The risk landscape for businesses is 

substantially changing in 2016. While businesses are less concerned about the impact of 

traditional industrial risks such as natural catastrophes or fire, they are increasingly worried 

about the impact of disruptive events, fierce competition in their markets and cyber attacks. 

These are key findings of the Allianz Risk Barometer 2016, the fifth annual survey on 

corporate risks published by Allianz Corporate & Specialty (AGCS), which surveyed over 820 

risk managers and corporate insurance experts from more than 40 countries.  

According to Allianz Risk Barometer 2016 business and supply interruption (BI) remains the 

top risk for businesses globally for the fourth year in succession. However, many companies 

are concerned that BI losses, which usually result from property damage, will increasingly be 

driven by cyber attacks or geo-political instability as new “non-physical damage” causes of 

disruption. As two major risers into this year’s top three corporate risks market developments 

follow on rank two and cyber incidents on rank three. Cyber incidents are also cited as the 

most important long-term risk for companies in the next ten years. In contrast, natural 

catastrophes drops two positions to fourth year-on-year reflecting the fact that in 2015 

insurance claims from natural disasters have reached the lowest level since 2009.  
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“The corporate risk landscape is changing as many industrial sectors are undergoing a 

fundamental transformation”, explains AGCS CEO Chris Fischer Hirs. “New technologies, 

increasing digitalization and the internet of things are changing customer behavior, industrial 

operations as well as business models bringing a wealth of opportunities, but also new 

challenges. As insurer we need to understand this revolutionary changes on an eye-level 

with our corporate clients and support them to review their risk mitigation practices to reflect 

these new realities.” 

Challenging market environment 

More than a third of responses (34%) cited market developments such as intensified 

competition or market volatility/stagnation as one of the three most important business risks 

in 2016, ranking this newly introduced survey category as the second top peril in the Allianz 

Risk Barometer overall. Market developments are a particular concern in the engineering, 

financial services, manufacturing, marine and shipping, pharmaceutical and transportation 

sector, where this risk ranked among the top three business risks respectively. In addition, 

this risk ranks as top two concern in Europe, Asia-Pacific and Africa & Middle East.  

Incumbent businesses are facing a growing number of challenges which threaten their 

profitability and possibly also their business models. “Many incumbent businesses constantly 

have to be on their toes, turning out new products, services or solutions in order to stay 

relevant to the customer and to thrive in this rapidly changing and globally competitive 

environment”, explains Bettina Stoob, Head of Innovation at AGCS. Innovation cycles are 

becoming rapidly shorter, market entry barriers are coming down, increasing digitalization 

and new “disruptive” technologies have to be quickly adopted, potentially more agile start-

ups are entering game. At the same time businesses also have to comply with changing or 

enforced regulation, increasing safety requirements or import/export restrictions. 

Rising sophistication of cyber attacks 

Another area of increasing concern for businesses globally are cyber incidents which 

includes cyber-crime or data breaches, but also technical IT failures. Cyber incidents gained 

11 percentage points year-on-year to move from rank five into the top three risks for the first 

time (28% of responses); cyber risks and are also rated as top long-term risk for the next ten 

years. Loss of reputation (69%) is the main cause of economic loss for businesses after a 

cyber incident, according to the responses, followed by business interruption (60%) and 

liability claims after a data breach. Companies are increasingly afraid of the rising 

sophistication of cyber attacks, according to the Allianz Risk Barometer 2016. “Attacks by 

hackers are becoming more target-oriented, lasting for longer and can trigger a continuous 

penetration”, explains Jens Krickhahn, cyber insurance expert at AGCS. While cyber attacks 

are increasing both in frequency and severity, companies should not underestimate the 
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impact of an operational failure in today’s highly digital and connected industries. “A simple 

technical failure or user error can result in a major IT system outage disrupting supply chains 

or production. Early warning and better monitoring systems are necessary in order to prevent 

large BI losses”, says Krickhahn.  

 

Geo-political instability causing disruption 

BI remains the top peril in the Allianz Risk Barometer for the fourth year in succession with 

38% of responses. Indeed BI losses for businesses are increasing typically accounting for a 

much higher proportion of the overall loss than a decade ago and often substantially 

exceeding the direct property loss, as AGCS insurance claims analysis shows. According to 

the Risk Barometer, major causes of BI feared most by companies are natural catastrophes 

(51%), closely followed by fire/explosion (46%). “It’s unsurprising that natural catastrophes 

top the causes of BI global businesses fear most as these events always lead to business 

interruption,” says Volker Muench, AGCS expert for property underwriting. However, 

according to the survey’s findings, multinational companies are increasingly worried about 

the disruptive impact of geo-political instability as war or upheaval could impact their supply 

chains (54% of responses) or their staff or assets could suffer from acts of terrorism (38%).  

 

Specific risk profiles for regions and sectors 

On top of regional analysis the Allianz Risk Barometer also explores sector-specific risks, for 

example for manufacturing, marine & shipping and other major industries. 

 

### 
 
For more information and to download the full report please go to: 
http://www.agcs.allianz.com/assets/PDFs/Reports/Allianz-Risk Barometer 2016.pdf 
 
Local media contact to be included 

 

About Allianz Global Corporate & Specialty 
 
Allianz Global Corporate & Specialty (AGCS) SE is the Allianz Group's dedicated carrier for corporate 
and specialty insurance business. AGCS provides insurance and risk consultancy across the whole 
spectrum of specialty, alternative risk transfer and corporate business: Marine, Aviation (incl. Space), 
Energy, Engineering, Entertainment, Financial Lines (incl. D&O), Liability, Mid-Corporate and Property 
insurance (incl. International Insurance Programs). 

 
Worldwide, AGCS operates in 28 countries with own units and in more than 160 countries through the 
Allianz Group network and partners. In 2014 it employed more than 3,500 people and provided 
insurance solutions to more than half of the Fortune Global 500 companies, writing a total of €5,4 
billion gross premium worldwide annually. 
 
AGCS SE is rated AA by Standard & Poor’s and A+ by A.M. Best. 
 
For more information please visit www.agcs.allianz.com or follow us on Twitter @AGCS_Insurance 
LinkedIn and Google+. 

http://www.agcs.allianz.com/assets/PDFs/Reports/AGCS-Global-Claims-Review-2015.pdf
http://www.agcs.allianz.com/assets/PDFs/Reports/Allianz-Risk%20Barometer%202016.pdf
http://www.agcs.allianz.com/
https://twitter.com/AGCS_Insurance
https://www.linkedin.com/company/allianz-global-corporate-&-specialty-agcs-?trk=top_nav_home
https://plus.google.com/111676215696725066246/posts
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Cautionary Note Regarding Forward-Looking Statements 

The statements contained herein may include statements of future expectations and other forward-looking statements that are 
based on management’s current views and assumptions and involve known and unknown risks and uncertainties that could 
cause actual results, performance or events to differ materially from those expressed or implied in such statements. In addition 
to statements which are forward-looking by reason of context, the words "may", "will", "should", "expects", "plans", "intends", 
"anticipates", "believes", "estimates", "predicts", "potential", or "continue" and similar expressions identify forward-looking 
statements. 

Actual results, performance or events may differ materially from those in such statements due to, without limitation, (i) general 
economic conditions, including in particular economic conditions in the Allianz Group’s core business and core markets, (ii) 
performance of financial markets, including emerging markets, and including market volatility, liquidity and credit events (iii) the 
frequency and severity of insured loss events, including from natural catastrophes and including the development of loss 
expenses, (iv) mortality and morbidity levels and trends, (v) persistency levels, (vi) the extent of credit defaults, (vii) interest rate 
levels, (viii) currency exchange rates including the Euro/U.S. Dollar exchange rate, (ix) changing levels of competition, (x) 
changes in laws and regulations, including monetary convergence and the European Monetary Union, (xi) changes in the 
policies of central banks and/or foreign governments, (xii) the impact of acquisitions, including related integration issues, (xiii) 
reorganization measures, and (xiv) general competitive factors, in each case on a local, regional, national and/or global basis. 
Many of these factors may be more likely to occur, or more pronounced, as a result of terrorist activities and their 
consequences. 

The matters discussed herein may also be affected by risks and uncertainties described from time to time in Allianz SE’s filings 
with the U.S. Securities and Exchange Commission. The company assumes no obligation to update any forward-looking 
statement. 


