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Allianz teams up with Cyence to boost cyber 
risk modelling and analysis 

 New agreement offers insight to complex cyber risks for companies as the global cyber 
insurance market is expected to grow exponentially  

 Partnership extends to digital distribution platforms and risk modelling research  

 AGCS expanding predictive underwriting capabilities via technology and partnerships to 
address new generation of business risks. 

London/New York/Munich – September 27, 2017: Allianz Global Corporate & Specialty SE 

(AGCS), Allianz Group’s specialist carrier for corporate insurance business, has teamed up 

with Silicon Valley-based cyber risk analytics and modeling firm Cyence to boost its global 

cyber risk analysis capabilities. By combining Cyence’s cyber analytics platform with AGCS’ 

underwriting processes, the insurer will be able to analyze cyber exposures at company level 

for large businesses, creating a detailed understanding of their cyber risks and quickly 

allowing it to tailor coverage to fit specific customer profiles.  

In a second initiative, AGCS plans to integrate Cyence’s cyber risk analytics into new digital 

distribution platforms that enable low-touch, automated underwriting of cyber policies for 

medium-size companies. Both companies are also joining forces to develop a new predictive 

modelling tool for cyber-driven business interruption risks.  

“We are moving our underwriting approach from hindsight to foresight,” explains AGCS Board 

Member Hartmut Mai as the rationale behind the cooperation with Cyence. “The future of 

underwriting and practical risk management will be based on the intelligent use of technology 

and data. AGCS has always been known for its industry-specific expertise, but going forward 

we must complement our technical know-how and experience with extensive data-driven 

insight and predictive modelling if we want to keep ahead of new risks such as cyber, supply 
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chain, or emerging liability exposures. After an extensive evaluation of various partners, 

AGCS is excited to partner with Cyence for their market leading capabilities.” 

AGCS has previously announced a similar partnership with liability modeling specialist 

Praedicat. While Praedicat focusses on analyzing big data to identify risk trends in liability, 

Cyence, based in San Mateo, California, is regarded as the leading cyber risk modeling firm. 

The company has developed a unique platform to assess both cyber exposures and a 

company’s cyber resilience by collecting and examining data at scale from a variety of public 

and proprietary sources. Cyence reaches beyond the technical analysis of the IT security of a 

company into analyzing the human behavioral indicators and an organization’s processes to 

calibrate cyber risk. The Cyence platform spans from risk selection and assessment of 

individual companies to risk accumulation and catastrophic cyber risk scenarios and their 

potential impact. 

Growing vulnerabilities, growing demand 

Recent cyber attacks have illustrated how vulnerable even well-prepared businesses can be 

to such threats: Cyence estimates that May’s Wannacry ransomware caused economic 

losses reaching $8 billion, inclusive of extortion payments, business interruption lost profits, 

and extra expenses required to keep businesses moving and restore systems.  

In parallel, cyber risk increasingly features on boardroom agendas, with some larger 

companies now looking to purchase cyber insurance coverage for up to €500 million in 

losses. The global cyber insurance market is expanding quickly and is predicted to rise from 

US$ 2.5 billion in 2015 to US$ 7.5 billion by 2020, reaching US$ 20 billion in premiums by 

2025, according to KPMG. This increasing demand creates challenges for insurers in 

assessing risk, both at individual company level and in the case of a widespread attack where 

claims may accumulate, producing industry-wide losses at potentially unprecedented levels. 

With limited historic claims information, plus a fast-changing cyber threat, traditional 

insurance underwriting approaches are struggling to fully assess these new risks.  

AGCS will use the Cyence predictive risk modelling platform to address these challenges: it 

will be able to quickly produce individual cyber risk profiles to improve its underwriting of each 

customer, as well as modelling its cyber accounts worldwide in economic terms to identify 

trends or growing risks or understand how they would respond to cyber incident scenarios.  

http://www.agcs.allianz.com/about-us/news/agcs-partners-with-praedicat/
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Arvind Parthasarathi, CEO of Cyence, added: “We are excited to be partnering with Allianz to 

understand and model cyber risk and grow this important coverage line. The progression of 

global cyber regulation and evolution of the risks businesses face make it more important 

than ever for companies of all sizes, industries, and geographies to review their cyber security 

and resilience safeguards, and consider cyber insurance as part of a robust risk management 

strategy.” 

Automated cyber underwriting  

Whilst cyber risks assessment for large corporations at AGCS will remain highly individual 

expert assessments based on a variety of sources such as interviews, surveys, reports – and 

going forward – big-data analytics, medium-size companies require a different approach. 

AGCS, which is also Allianz’s center of competence for cyber insurance, is currently 

developing automated underwriting capabilities to efficiently serve the rising demand for cyber 

insurance from this segment. AGCS is integrating its underwriting expertise with Cyence’s 

modelling know-how and technologies and creating an automated underwriting process for a 

new digital self-service platform for preferred distribution partners in selected countries. “We 

enhance our own cyber underwriting expertise with Cyence’s models to allow for automated 

risks assessment, quotation and delivery of cyber policies for medium-size companies”, 

explains Bernard Poncin, Global Head of Financial Lines at AGCS. 

In a further project, AGCS and Cyence aim to pool their respective specialist know-how on 

business interruption and cyber risks in order to develop a new modeling tool for the 

emerging risk of cyber business interruption. In addition to data and privacy incidents, it is 

increasingly business interruption/contingent business interruption (BI/CBI) which is seen as a 

major element of cyber risk for companies. Whether they are online retailers, airports, 

hospitals or factories, if today’s digitalized businesses are brought to a standstill through a 

hacker or ransomware attack, or a simple IT glitch, disruptive impact losses can easily 

amount to millions of dollars and quickly multiply beyond a single company. While demand for 

insurance cover is increasing, cyber BI/CBI is a relatively untested area for insurers. “The 

new model will help us to much better measure the cyber BI and CBI exposure which is 

becoming a key concern for our clients and could lead to peak-loss scenarios such as 

widespread disruption of critical infrastructure or networks,” explains Poncin.  

### 

http://www.agcs.allianz.com/insights/expert-risk-articles/cyber-business-interruption/
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AGCS Media Contacts 

London:  Michael Burns  +44.203.451.3549 michael.burns@allianz.com    

Munich:  Heidi Polke   +49.89.3800.14303 heidi.polke@allianz.com 

New York:  Sabrina Glavan   +1.646.472.1510  sabrina.glavan@agcs.allianz.com    

ADDITIONAL AGCS CONTACT FOR OTHER COUNTRY IF NEEDED 

Cyence Media Contacts 

New York: Puneet Sandhu  +1.718.312.8994  psandhu@bateman-group.com 

About Allianz Global Corporate & Specialty 

Allianz Global Corporate & Specialty (AGCS) is the Allianz Group's dedicated carrier for corporate and 
specialty insurance business. AGCS provides insurance and risk consultancy across the whole 
spectrum of specialty, alternative risk transfer and corporate business: Marine, Aviation (incl. Space), 
Energy, Engineering, Entertainment, Financial Lines (incl. D&O), Liability, Mid-Corporate and Property 
insurance (incl. International Insurance Programs). 

Worldwide, AGCS operates in 32 countries with own units and in over 210 countries and territories 
through the Allianz Group network and partners. In 2016, it employed around 5,000 people and 
provided insurance solutions to more than three quarters of the Fortune Global 500 companies, writing 
a total of €7.6 billion gross premium worldwide annually. 

AGCS SE is rated AA by Standard & Poor’s and A+ by A.M. Best. 

For more information please visit www.agcs.allianz.com  or follow us on Twitter @AGCS_Insurance 
LinkedIn and Google+. 

About Cyence 

Cyence empowers the insurance industry to understand the impact of cyber risk in the context of 
dollars and probabilities. Cyence's unique approach combines economic/risk modeling, cybersecurity 
and big data analytics to create an economic cyber risk modeling platform. Cyence's platform and 
analytics are leveraged by leaders across the insurance industry to help understand and manage cyber 
risk, as well as to roll out new transformative insurance products. More information is available at 
http://www.cyence.net. 

For more information please visit https://www.cyence.net or follow us on Twitter @CyencePlatform or 

LinkedIn 

Cautionary Note Regarding Forward-Looking Statements 

The statements contained herein may include statements of future expectations and other forward-looking 
statements that are based on management’s current views and assumptions and involve known and unknown 
risks and uncertainties that could cause actual results, performance or events to differ materially from those 
expressed or implied in such statements. In addition to statements which are forward-looking by reason of context, 
the words "may", "will", "should", "expects", "plans", "intends", "anticipates", "believes", "estimates", "predicts", 
"potential", or "continue" and similar expressions identify forward-looking statements. 

Actual results, performance or events may differ materially from those in such statements due to, without limitation, 
(i) general economic conditions, including in particular economic conditions in the Allianz Group’s core business 
and core markets, (ii) performance of financial markets, including emerging markets, and including market 
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volatility, liquidity and credit events (iii) the frequency and severity of insured loss events, including from natural 
catastrophes and including the development of loss expenses, (iv) mortality and morbidity levels and trends, (v) 
persistency levels, (vi) the extent of credit defaults, (vii) interest rate levels, (viii) currency exchange rates including 
the Euro/U.S. Dollar exchange rate, (ix) changing levels of competition, (x) changes in laws and regulations, 
including monetary convergence and the European Monetary Union, (xi) changes in the policies of central banks 
and/or foreign governments, (xii) the impact of acquisitions, including related integration issues, (xiii) 
reorganization measures, and (xiv) general competitive factors, in each case on a local, regional, national and/or 
global basis. Many of these factors may be more likely to occur, or more pronounced, as a result of terrorist 
activities and their consequences. 

The matters discussed herein may also be affected by risks and uncertainties described from time to time in 
Allianz SE’s filings with the U.S. Securities and Exchange Commission. The company assumes no obligation to 
update any forward-looking statement. 

 


