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AGCS is on twitter
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This edition of Global risk Dialogue 
has a special focus on “intangible” 
business interruption risks, which 
pose an increasing threat in today’s 
interconnected world.

A cyber or terrorism incident can result 
in significant disruption for businesses, 
even if they are not directly affected. 
We look at what companies can do 
to best manage the impact of such 
unpredictable events.

The world’s changing climate 
represents another unknown. We 
discover how the global wine-growing 
business is being changed by extreme 
weather and what worried vineyard-
owners can do about it.

We also take a deep dive into the 
development of autonomous shipping, 
which it is anticipated will improve 
safety at sea. However, widespread 
implementation will have significant 
implications for ship-owners and 
necessitate a very different approach 
from insurers, in support of their 
clients.

Enjoy the issue.

Chris Fischer Hirs
CEO
Allianz Global Corporate & Specialty
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in brief

Global risks at a glance

nanotechnology in food risk Shipping losses decline  
but “perfect storm” looms

populism and terrorism converge to compound global risks

Nanotechnology involves 
the control of matter where 
at least one dimension is 
less than 100 nanometers 
(100nm). For comparison, 
a human hair is 100,000nm 
wide. Technology at this scale 
is projected to contribute 
$3tn to the global economy 
by 2020, a third of that in 
the “agrifood” industry. As 
of 2012, nanomaterials in 
food packaging alone were the most valuable sector of the 
nanofood industry and may be worth $15bn to $20bn by 
2020. Yet the impacts of nanoparticles to human health and 
the extent of its exposures remain unknown.

A new risk bulletin by AGCS and praedicat, a leading 
think tank for casualty risk analytics, examines the use of 
nanotechnology in the  food chain and assesses the risk 
implications for the sector and the insurance industry.

Nanotechnology challenges the insurance industry through 
inherent risks such as product recall, food and beverage 
safety and third party liability. While improved research 
and regulations will bring new mitigation opportunities, 
the challenge will be assessing the risk across the lifecycle 
of nanomaterials. Download the emerging risks: 
nanotechnology in food risk bulletin at www.agcs.
allianz.com/insights/white-papers-and-case-studies/

Large shipping losses have declined by 50% over the past decade, 
largely driven by development of a more robust safety environment 
by ship-owners, according to AGCS’ fifth annual Safety & Shipping 
review 2017.

There were 85 total losses reported around the shipping world in 2016, 
down 16% compared with a year earlier. According to the preliminary 
figures, last year broke safety records with the lowest number of losses 
recorded in 10 years. The number of shipping incidents (casualties) also 
declined year-on-year, down by 4%, with 2,611 casualties reported.

While the long-term downward trend represents encouraging progress 
for the shipping sector, the review also notes there is no room for 
complacency. A “perfect storm” of increasing regulatory pressure, 
combined with narrowing margins and new risks is gathering, which 
threatens the sector’s recent progress. View the full review at  
www.agcs.allianz.com/insights.

Key findings from the 2017 risk maps: Aon’s guide to political 
risk, terrorism and political Violence indicate that trade 
protectionism and populist policies, sanctions and business risks, 
and political risks and the energy market are major perils. In 
an ever-changing world, the focus for political risk seems to be 
shifting from emerging and frontier markets to the effect shifts 
in developed markets may have on the world, according to the 
broker.

The findings mirror those of the Allianz risk barometer 2017 which 
also noted that political risk exposure is up year-on-year and that 
companies will need to invest more resources into better monitoring 

of politics and policy-making around the world in order to anticipate, 
and adapt to, any sudden changes of rules that could impact business 
models and markets.

In the terrorism and political violence areas, Aon notes the 
importance of considering crisis management perils that go beyond 
traditional coverage for property damage to intangible BI risks, 
particularly for those sectors – such as oil and gas, transport and retail 
– that have been most affected. Download the report at www.aon.
com. Download the Allianz Risk Barometer at www.agcs.allianz.
com/insights/white-papers-and-case-studies/allianz-risk-
barometer-2017/. For more on intangible risks see page u   18

The Modern Express was one of the largest losses of 2016.
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World record viaduct  
insured by AGCS

AGCS Spain has participated in the insurance coverage of a 
record-breaking viaduct in Spain. 

The structure is part of the southwest Spanish high speed rail 
line that is currently being constructed between Madrid and the 
Portuguese border by the FCC Group. The Almonte Viaduct is 
considered the most spectacular section of the project.

FCC Group is the fourth largest Spanish contracting 
company in terms of revenue and the 12th largest in 
Europe. The company chiefly is involved in construction 
projects and other businesses worldwide.

The construction of the Almonte Viaduct arch set a new 
world record for the longest reinforced concrete arch 
span for railway use in the world.  It stretches 996m 
(3,268ft) in length with a central span of 384m (1,260ft). 
Compared with concrete arch bridges built for uses other 
than rail, it is the third longest in the world. The project 
was awarded the prestigious Gustav Lindenthal medal 
by the International Bridge Conference (IBC), which 
annually recognizes outstanding achievement in bridge 
engineering.

AGCS opens Seoul branch
AGCS has become the first foreign non-life insurer in almost a decade 
to receive regulatory approval from South Korea’s financial Services 
Commission (fSC) to open a branch in Seoul.  AGCS sees significant 
opportunities for growth in the corporate and specialty insurance segment 
in South Korea. The country’s rising number of large infrastructure projects 

in railways, ports and subway lines, and a focus on environmental liability, 
require tailored insurance solutions with significant capacity. In addition, 
the South Korean economy receives strong contributions from the 
automotive, electronics and high-tech communication industries, all of 
which complement AGCS’ areas of specialist expertise.

AGCS/Praedicat’s first risk bulletin focuses on nanotechnology.

The Almonte Viaduct arch under construction.

AGCS teams up with Praedicat  
to identify new liability risks

AGCS is partnering with US InsurTech analytics company, 
praedicat, to explore new methods to better predict future 
systemic liability catastrophe risks and to create new insights 
about emerging risks. 

By combining Praedicat’s forward-looking predictive modeling 
approach with AGCS’ underwriting processes and extensive liability 
risk portfolio analysis, the companies aim to identify the next 
generation of catastrophe liability risks for businesses far earlier 
than under current methods. 

Praedicat’s modeling engine uses machine-learning technology to 
scan large volumes of data from peer-reviewed science publications 
and profile the likelihood that products or substances will generate 
litigation risks over their lifecycle. Asbestos, which it is estimated 
caused insured losses in excess of $70bn globally until 2011, is one 
high profile example of a man-made liability disaster.

As part of the partnership, the first in a series of joint AGCS/Praedicat 
risk bulletins was recently published, focusing on nanotechnology 
(see page 4). Other risk bulletins will be released in future.

Ph
ot

o:
 C

iu
da

d 
FF

C

Ph
ot

o:
 iS

to
ck



06

Offshore energy:  
the new operating environment

Over the past year, the price of oil has remained 
stubbornly low at around a third of its 2008 peak, before 
recovering slightly in recent months. The energy industry 
has responded rapidly in expectation of a prolonged 
period of low oil prices, which some are calling “lower 
for longer” or the “new normal”.

This has seen offshore oil companies and service 
providers adjust their business models, drastically cutting 
operating costs, shedding staff, squeezing contractors 
and slashing capital expenditure and exploration. Capital 
expenditure in the US fell by 36% in 2015 and by 25% 
through 20161, while day rates for drilling contractors 
have been 65% off their peak.

Coming off a boom time, oil and gas companies had 
plenty of excess to trim, but, by any measure, cost-cutting 
has been brutal, with drilling contractors and other 
service providers being particularly hard hit.

Cost-cutting implications
Cost-cutting measures can alarm insurers, who 
are concerned with the potential implications on 
maintenance levels and, subsequently, resulting claims 
activity. Over the past year, insurers have been worried 
that cost-cutting may be putting pressure on health and 
safety standards for some upstream energy infrastructure 
companies in particular. 

However, it is hoped that the need to maintain a good 
reputation for safety and efficiency in the offshore sector 
should see oil companies and contractors remain focused 
on maintenance.

There is a growing emphasis on companies’ financial 
strength and their ability to demonstrate that 
maintenance budgets are protected and that the most 
experienced people are retained. 

As yet, there has not been an overall increase in claims 
frequency, and the reduction in budgets could be 
offset by lower levels of drilling and the need to protect 
reputation.

rig risks
The tough operating environment also presents new 
challenges for insurers. The low oil price has also seen 
rig utilization rates fall to around 68% worldwide at 
the beginning of 20172 from around 90% in 2015, 
which means many have been put into temporary 
or long-term storage. With so many rigs sitting idle 
– some 350 rigs are thought to be laid-up at time 
of writing – this poses a different set of risks for oil 
companies, drilling contractors and their insurers.

Rigs are designed to be working, and will deteriorate 
much faster when they are not in use. The stacking 
of rigs in large numbers at a single location – often 
in areas exposed to hurricanes – presents a potential 
accumulation risk. 

Rigs once worth up to $500m each can be stacked, 
often just meters apart, in exposed areas around the 
world. Risk assumptions once made by insurers to 
review individual exposures are becoming obsolete. 
Natural catastrophe accumulation control (e.g. for Gulf 
of Mexico windstorm) becomes an almost unsolvable 
challenge.

future outlook
For oil and gas operators, service companies and insurers 
alike, the focus of the “new normal” is on managing both 
operational efficiency and risk. 

Oil companies, like insurers, have to plan for the long 
term. Despite the current difficult market conditions, 
demand for oil continues to rise with a growing global 
population. And the reduction in exploration is expected 
to eventually result in a gap in supply.  

The companies that survive the next few years, and that 
maintain market share, will be well-placed when the 
market finally returns. 

View AGCS’ full outlook for the offshore energy sector 
by Steffen Halscheidt, Global Product Leader, Energy, at 
www.agcs.allianz.com/insights

Energy companies are living through one of the most 
challenging times in decades. And the changes in  
market conditions are bringing new risk challenges.

in brief

1 Capital expenditures to be squeezed further in 2016, Oil and Gas Journal.  
2 IHS Markit, Rig Base, 2017

Rig utilization rates have plummeted.

Ph
ot

o:
 iS

to
ck



07

in briefin brief

Loss Log
What are the top causes of liability loss for businesses around the world?

 Businesses face rising losses from environmental and 
product defect and recall risks, according to the third 
edition of AGCS’ Global Claims review, which identi-
fies the top causes of liability loss, based on analysis of 
more than 100,000 insurance claims.

Impact of defective product or work is the largest 
cause of loss, accounting for almost a quarter (23%) 
of the total value of all claims. Analysis shows the 
average loss costs businesses in excess of $280,000 
(€260,000), with the number of incidents on the rise in 
the wake of increasing focus on product and workplace 
safety. This is the top cause of loss for businesses in the 
UK, Germany, france, Spain and South Africa. 

The report also notes that insurers are seeing a signifi-
cant increase in environmental damage loss activity, 
driven by the mining and construction sectors and in 
Latin America (Brazil) and Asia in particular, as pollution 
laws, and regulators, become tougher. The average en-
vironmental damage incident costs businesses in excess 
of $2.5m (€2.2m), although costs will be significantly 
multiplied in major disasters.

Acts of an accidental nature, resulting in damaged 
premises, property or expensive machinery, is identified 
as the top cause of liability loss for businesses in Hong 
Kong and Singapore. Human error is the top driver of 
loss activity in Australia and new Zealand.

Top causes of liability loss for businesses around the world*

To view the full findings from the Global Claims review: Liability in focus report visit  
www.agcs.allianz.com/insights/white-papers-and-case-studies/global-claims-review-2017/
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in brief4 Questions for… 

Environmental impairment liability insurance covers 
environmental and public health exposures, ranging from 
industrial pollution to a pandemic outbreak. Liabilities can 
be long-lasting and tremendously costly, requiring an 
insurer to help clean up the mess, as Arthur Lu describes.

Arthur Lu
Head of Global Environmental Impairment Liability, AGCS 

expenses, to rectify its operations by implementing 
certain improvements, to pay fines or penalties if 
bodily injury is sustained, or to defend against third 
party allegations for injuries.

What various business interruption 
exposures can companies face in the wake 
of an environmental incident?
Multiple new business interruption (BI) triggers are 
emerging, including non-physical damage disruptions 
caused by political violence, strikes and terror attacks. 
The sleeping giant within this BI risk is environmentally 
related. In my almost two decades of underwriting 
EIL, this “extra cover” is often left unpurchased or 
under-purchased. Many of today’s EIL solutions are 
offered on a menu-style basis, which leads to some 
coverages being left off the final order. Traditional BI 
cover under property programs would not typically 
address an environmental incident. Loss of profit and 
extra expense are typical exposures companies can 
face from these types of incidents.

What coverages does AGCS offer and how is 
the product unique? 
AGCS’ EIL products address the needs of a premises-
based risk such as manufacturing, distribution, or 
retail, to name a few. We also have products for the 
construction and engineering segment, to address 
pollution concerns arising from our customers’ work. 
Our product offerings are in line with the established 
EIL market, however, our technical underwriting and 
customer-centric approach are what make AGCS 
unique. By listening to our customers’ needs we 
can better create bespoke programs which work in 
tandem with their risk management programs and 
therefore create an optimum risk-based solution. 
The global capabilities of AGCS make us stand out 
from the competition with the capacity through the 
Allianz network to service clients in more than 160 
countries worldwide. Our international insurance 
solutions team is also adept at delivering global 
programs for our clients.

What is environmental impairment Liability?  
Environmental Impairment Liability (EIL) is the 
liability associated with damage to the environment 
and, by extension, to public health. This unique 
segment of the insurance market evolved decades 
ago from incidents that did not quite fit the typical 
property and casualty space, such as gradual 
pollution, remediation costs, first party clean-up 
costs, transportation pollution, microbial matter, 
and non-owned liability such as leased properties or 
waste disposal liability. Today, the global EIL market 
is vibrant and growing – estimated at US$2bn 
to $3bn in gross premium. Many companies 
understand the need for specialized insurance 
products to address these unique risks to which 
traditional insurance products such as general 
liability and commercial property are not meant to 
respond. Once largely a corporate dominated space, 
today’s EIL purchaser also includes small businesses 
and local domestic risks.

What are the consequences to a company 
that suffers an environmental incident?
Environmental incidents can occur in a variety of 
ways and could cost a company hundreds of millions 
of dollars. For example, an explosion at a refinery, 
leading to a large release of petroleum products; or 
a malfunction at a water treatment plant, leading to 
discharge of unsafe effluent; or the mishandling of 
raw materials during unloading, leading to spill of 
contaminants. Other examples might be a change 
in compliance regulations, leading to a regulatory 
order to remediate; or the lack of maintenance of 
a water cooling tower, leading to bodily injury from 
Legionella pneumophila, the causative agent of 
Legionnaires’ disease, also known as legionellosis. 
The consequences from environmental incidents 
such as these can also vary greatly, depending on 
the scale and size and who or what is affected. But 
the common denominator for what a company 
can suffer on its book is a liability (or liabilities).  A 
company can be mandated to pay for remediation 
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ArtHUr LU
Arthur Lu has worked in 
the insurance industry for 
almost 20 years, all of it 
in EIL. In 2014, he began 
at AGCS as the Regional 
Practice Group Leader EIL 
North America, before 
being named the Head of 
Global EIL in August 2015.  
arthur.lu@agcs.allianz.com

What is eiL insurance?
EIL insurance includes 
pollution legal liability, 
contractors pollution 
liability and pollution 
excess for:
• Chemical, automotive, 
aviation, pharmaceuticals, 
food and beverage
• Owner/contractor 
controlled programs, 
practice programs, 
general contractors, trade/
specialty contractors
• Renewables, refineries, 
petrochemical and 
chemical plants, gas 
works, terminals and 
tank farms, exploration, 
onshore development 
/ production activities, 
construction
• Utilities, services, 
hospitality, schools and 
universities, commercial, 
residential 

Find out more at http://
www.agcs.allianz.com/
services/liability/
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Tina Baacke

Tina Baacke joined AGCS as 
Head of Catastrophe Risk 
Research, in October, 2010, 
after having worked for seven 
years with Allianz Reinsurance 
in Munich and Singapore, and 
with a risk consulting company 
before joining the insurance 
world. Subsequently, she was 
appointed as Global Head of 
Catastrophe Risk Management. 
Her background is as an 
agricultural engineer, with an 
emphasis on environmental 
engineering. Baacke’s hobbies 
are traveling, hiking and 
photography, and meeting 
people from different cultures. 
She lives in Munich.

You have been leading Allianz risk 
Consulting (ArC) now for some months. 
What do you feel is the most important task 
on your agenda?  
ARC plays an important role for our clients in 
helping  to prevent loss events from occurring 
in the first place. We not only want to continue 
with our support but ensure we can offer the 
relevant services for the ever-changing risk 
landscape that has always been important for 
ARC and becomes even more important as 
we face increasingly complex risks and global 
interdependencies. For that, we are evaluating 
and implementing new technologies, making 
better use of geographic information systems 
(GIS), and looking into big data and analytics 
to support our assessments. We are working 
closely together with our colleagues in the 
underwriting area, as well as other departments, 
to drive this forward. On that journey, we 
also continue the close cooperation with our 
customers – in addition to traditional support, 
providing services they cannot think of yet. We 
want to anticipate what our customers need.

Your previous role was in catastrophe risk 
management. How will your knowledge 
of modeling potential losses from 
catastrophes and accumulation control help 
you to lead the vast ArC network?  
Evaluating and implementing new technologies 
is key to many business areas, but especially 
for catastrophe risk management, as well as for 
ARC. The catastrophe modeling world is fast 
evolving, and always changing – you have to 
always keep an eye on not losing track of what’s 
going on in the market, but also to support 
innovative ideas brought up internally. Many 
technologies or modeling approaches are at 
first seen as not being appropriate for certain 
parts of the business but the outside world – 
our clients, peers, brokers, etc. – do not shy 
away from them and use them. Ultimately, we 
would be caught off guard if we did not move 
to implement such new technologies and tools. 
There are many parallels to the risk consulting 
world. For example, we have to speed up to 

cope with changing risks and new risks, offer 
our clients the best services continuously, 
and at the same time use our resources 
efficiently. Evaluating and implementing new 
technologies and driving  innovation play a key 
part in this.

What is your long-term vision for the ArC 
team in the next five years?
ARC can build on its solid foundations. Similar 
to the overall AGCS vision, it is obviously 
important for us to be recognized as a leading 
technical underwriting company, providing 
value-added services. We are already strongly 
focused on clients and proactively developing 
relevant new ARC services by evaluating new 
technologies and developing holistic solutions. 

As the insurance industry becomes more digital and responsive to customer demands,  
so is the risk consulting industry changing, with new technologies and analytics, as  
tina baacke explains.

meet the new Allianz Risk 
Consulting Global Head

Allianz Risk Consulting produces a number 
of guides which focus on the management, 
control and mitigation of risks. Now at  
www.agcs.allianz.com/insights  

refrigerated storage in the 
pharmaceutical industry 

u This Tech Talk examines 
why refrigerated storage 
losses in pharmaceutical 
environments occur and  
offers mitigation tips to 
minimize loss and damage.

bedbugs: risk tips for avoiding  
infestations

u This bulletin offers risk 
awareness do’s and don’ts 
for the prevention, control 
and monitoring of bedbug 
infestations in commercial 
buildings.
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ready for launch:   
Unmanned ships  
  

Autonomous cars are already being tested on the streets 
and it looks like crewless ships will follow in the water. Rolls-
Royce1, which is working on autonomous technology in 
the maritime sector, envisages a remotely-operated local 
vessel being in operation by 2020 and a remotely-operated 
autonomous vessel in international waters by 2025. Fully 
autonomous unmanned ocean-going ships could be around 
by 2035, it says. In Japan2, shipping companies are working 
with shipbuilders to develop self-piloting cargo ships, which 
could also be in service by 2025. In the Baltic Sea3, the One 
Sea ecosystem project, founded in 2016, is aiming to 
enable fully remote-controlled vessels in three years and 
to achieve autonomous commercial maritime traffic by 
2025. Meanwhile, on a smaller size scale, one of the most 
ambitious timelines involves an effort by Automated Ships 
and Kongsberg Maritime to build Hronn, the first unmanned 

With human error behind 75% of marine liability losses there 
are hopes that autonomous vessels can improve shipping 
safety.  As the number of projects in the pipeline increases, 
Global risk Dialogue considers some of the potential 
implications of a crewless life on the open waves. 
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and fully automated offshore supply vessel, and have it on the 
water in 2018.

Clearly, the technology behind such vessels is 
developing rapidly, including advances that will 
allow ships to be controlled remotely or operate 
autonomously. This could enable ships to monitor 
their own health and the environment around them, 
potentially making decisions based on that information. 
Indeed, the potential use of automation goes well 
beyond the vessels themselves, stretching the entire 
length of the cargo movement chain.

“Autonomous technology has the potential to 
revolutionize the movement of cargo on a scale not seen 
since containerization was introduced some 50 years 

riSK fUtUreS: 
AUtOnOmOUS 
SHippinG

1  Autonomous ships: The next step, Ship Intelligence, Marine, Rolls-Royce, 2016
2 Japan to launch self-navigating cargo ships ‘by 2025,’ BBC News, June 9, 2017
3 One Sea: Autonomous Maritime Ecosystem, Digital, Internet, Materials & Engineering Co-Creation (DIMECC), 2017 
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ready for launch:   
Unmanned ships  
  

Then there is the potential to improve both efficiencies 
and productivity by saving on crew and fuel costs. The 
current shipping market, affected by a global downturn, 
faces various challenges. Crew costs can vary from 
around 10% to 30% of ship-owners operating expenditure 
(OPEX), depending on the type of vessel. An unmanned 
ship could free up more space for cargo in place of 
accommodation and crew support systems. 

The introduction of designated automated shipping 
lanes could make logistics easier, increasing the 
reliability of cargo transport. It has even been suggested 
that automation could result in a decline in piracy 
incidents as there is no crew to be used as leverage for 
ransom. However, the piracy threat is ever-evolving and 
there is already evidence that pirates have been abusing 
holes in cyber security to target specific cargoes, so the 
cyber security threat could actually increase in future.

regulatory framework challenges timeframes
Autonomous shipping is likely to be phased in over 
time, as there are many legal and regulatory issues 
that need to be resolved. For example, maritime law 
and conventions were not drafted with crewless ships 
in mind and currently require vessels to have crew 
and a master on board. The International Maritime 
Organization said recently it would start exploring how 
existing international regulation could be applied to 
autonomous ships.

“Yet despite unknowns and regulatory issues, autonomous 
shipping will happen. It’s just a question of when and how. 
And it is possible that the current economic pressures on 
the shipping industry and the need to find efficiencies, could 
even support and speed up developments in maritime 
automation,” says Kinsey. 

tHe 1 minUte DiALOGUe
u     Human error has cost $1.6bn in losses in five 

years, according to AGCS claims analysis

u     Automation is expected to improve safety and 
deliver greater efficiencies and productivity

u     Number of risk “unknowns” – collision, cyber 
security, fire and cargo management, response in 
event of an environmental incident

u     Regulatory framework more challenging than 
developing the technology. Automation will also 
lead to shifts in loss activity

ago,” says Captain Andrew Kinsey, Senior marine risk 
Consultant at AGCS.

Autonomous benefits
There are many potential benefits to be gained from 
autonomous shipping. Human error often plays a major 
role in incidents at sea. It is estimated that 75% to 96%4 
of marine accidents can be attributed to human error. 
In addition, AGCS analysis of almost 15,000 marine 
liability insurance claims shows that human error is 
behind 75% of the value of all claims analyzed, equivalent 
to $1.6bn5. Given the role of human error in maritime 
incidents it is assumed unmanned vessels could be safer. 
At the same time the risks inherent in having a crew, 
such as injury or loss of life, will be significantly reduced 
or even eliminated. 

riSK fUtUreS: 
AUtOnOmOUS 
SHippinG

4 Safety & Shipping 1912-2012 From Titanic to Costa Concordia, Allianz Global Corporate & Specialty
5  Global Claims Review: Liability In Focus, Allianz Global Corporate & Specialty

There are many potential benefits to be gained from autonomous shipping.
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risk management challenges
Safety considerations will be key to the development 
of automation. A challenge for designers is to 
convince users, stakeholders, regulators and insurers 
that such systems are 100% reliable. In future, 
flawless communication between autonomous 
ships at sea and the so-called Shore Control Center 
(SCC), from where the vessels will be controlled, will 
obviously be crucial.

Although autonomous operation presents a 
number of risk “unknowns” the maritime industry 
does have experience in this area. In some cases, 
unmanned vessels are not new, having been used 
for many years in scientific research operations and 
the defense sector, although these have involved 
much smaller vessels than what is proposed in 
future.  “The issue of autonomous vessel operation 
has also been dealt with before onboard ships, 
when we first started with unattended engine room 
operations,” Kinsey adds. “In that case, the vessels 
were operated in a manned state and engine room 
alarms were logged and analyzed.”

Yet the list of risk factors under consideration remains 
a long one. For example, only large vessels routinely 
have tracking devices today, raising questions about 
the potential for collisions between an automated 
ship and smaller vessels.  Another challenge will 
be assessing the risk of an environmental disaster. 
Without a crew, a disaster-containment response 
team may be hundreds of miles away.

Then there are potential issues around cargo 
management and safety in the absence of crew; 
fire protection; stability, draft and hull integrity 
and security; and cyber risk - which many believe 
will increase. For example, if an incident occurs 
on an unmanned vessel, such as a spoofed GPS 
signal, how long will it take to discover what is 
happening?  The cyber security platform has to 
become more robust given the large amounts of 
data transmitted – especially for unmanned ships. 

“Fully automated shipping may be possible from a 
technical perspective, but on a global scale it may 
not happen given the navigational challenges of 
entering ports and congested routes, as well as 
the challenges of operating in storm conditions. 
It is hard to see how vessels can operate without 
crews to deal with emergency situations,” says 
Chris turberville, Head of marine Hull & 
Liabilities, UK, AGCS.

riSK fUtUreS: 
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When?
u  Remotely operated local vessel 2020 
u Remote controlled unmanned coastal vessel 2025 
u Remote controlled unmanned ocean-going ship  2030 
u Autonomous unmanned ocean-going ship 2035 6

Why? potential benefits
u  Increase productivity, make logistics easier and 

enhance safety
u  Human error is the leading cause of maritime 

incidents.  Automation should be safer
u  Increase efficiencies – savings on crew and fuel costs. 

Free up space to store additional cargo
u  Better accessibility of remote, potentially dangerous 

areas
u  Automated shipping lanes could increase reliability of 

cargo transport
u  Decline in piracy incidents. No crew to be used as ransom 

leverage

Challenges and risks
u  Regulatory framework could prove more challenging 

than developing the technology
u Significant international cooperation needed
u  Safety considerations – potential issues around 

collisions between manned and unmanned vessels
u  Human intervention also averts incidents. 

Emergencies and environmental issues could pose 
threats

u  Cargo management and safety challenges without 
crew support

u Fire management without crew support
u Cyber risk to increase

impact for insurance
u  Sophisticated technology in unmanned vessel hulls 

could result in higher insured values initially
u  Crew claims for loss of life or personal injury at sea 

significantly reduced
u Potential increase in product liability issues
6 Rolls Royce

Autonomous shipping: When? 
Why? The challenges ahead

Photo: Rolls Royce Ship Intelligence, flickr.com
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Channel,” adds Captain rahul Khanna, Head of marine 
risk Consulting at AGCS.

“Autonomous technology has the potential to improve safety 
but a critical element will be whether there will be sufficient 
backup when things go wrong. 

“There is talk of autonomous shipping within the 
next five years, but it will probably take longer for 
the regulatory framework to catch-up. And while 
autonomous ships could soon operate on simplistic and 
fixed regional routes, autonomous shipping on a larger 
scale will take time.”

It could be that automated, or ships controlled from the shore, 
will operate on local coastal routes. But for more complex 
transits, the journey towards automation is likely to follow the 
model of the aviation industry, Turberville believes. 

Aircraft have gradually adopted automation, but pilots still 
play an important role on-board, taking control during an 
emergency or at certain points, such as take-off and landing.

“It has yet to be seen whether the decision-making ability 
of computers matches that of humans. And I am not 
yet convinced that the technology is there to navigate 
difficult conditions, like the Suez Canal or the English 

technology and safety: VDR analytics – the  telematics of the seas
Technology will have an increasingly important role 
in improving safety and performance in the maritime 
sector in coming years.  Autonomous vessels are likely 
to prove safer than today’s vessels, but widespread 
use in merchant shipping is probably decades away 
with initial take-up predicted to focus on smaller ships 
engaged in near-coastal voyages, including small 
island ferries, tugboats, barges and supply and service 
vessels. 

In the meantime, safety-enhancing technology 
is already impacting shipping – from electronic-
navigational tools through to shore-based monitoring 
of machinery and even crew welfare.

“Technology could bring huge advantages for 
the maritime sector, catching issues early and 
before they escalate into a major casualty,” says 

Turberville. “It offers the potential to reduce human 
error as well as reduce machinery breakdown.”

For example, telematics are already successfully 
deployed in the automotive sector, improving driver 
behavior. The shipping sector could also benefit. 
AGCS is in the early stages of working with ship-
owners to utilize Voyage Data recorder (VDr) 
analysis to improve safety. By analyzing VDR output 
it is possible to identify and influence the behaviors 
that drive risk. Information from VDRs is already 
being used in accident investigation, but important 
lessons can also be learned by analyzing every day 
operations, with the insights being fed back into 
training. Eventually, VDR analysis could become 
standard practice, informing risk management 
decisions and potentially reflected in insurance 
premiums.
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tHe 1 minUte DiALOGUe
u   Wineries, dependent on stable soils and a 

consistent climate, are especially volatile to 
wildfires, drought, floods, increasing temperatures 
and other byproducts of a changing climate 

u   Problems due to climate change can range from 
irrigation difficulties to disease to soil erosion due 
to excessive rainfall, flooding or prolonged heat

u   Some in the wine industry predict that parts 
of California, France, Spain, Portugal, Australia 
and South Africa will become too hot and dry to 
produce quality wines by 2050

u   Winery owners and operators must prepare for 
volatile weather and unusual geological events 
caused by a changing climate when building their 
risk management programs

Over-exposed – vineyard  
volatility amid a changing climate

riSK  
fUtUreS:  
VineYArD  
VOLAtiLitY

When you think of the world’s most renowned wine 
regions, what do you picture? Soaring mountain peaks, 
sloping hills, lush valleys and sprawling open fields? 

Part of wine’s inimitable charm is the power a glass 
of refreshing rosé from Provence or a rich Cabernet 
Sauvignon from Napa Valley has to momentarily 
transport the drinker to a fantasy world of breathtaking 
vistas of vineyards and the quaint comfort of winery 
tasting rooms. 

The very same geological splendor that makes “wine 
country” feel so extraordinary is potentially the industry’s 
greatest Achilles heel. The world’s best winemakers have 
put down their roots in volcanic soil, transported their 
treasured old world vines to dizzying new heights and 
even created entirely new wine regions in the middle 
of desert sands. They – and the millions of oenophiles 
who collect and enjoy the fruits of their labor – know 
that altitude, soil content and climate are as important to 
winemaking as butter is to baking pastries. 

Climate disruptions are increasing in volatility throughout the world, 
impacting many sectors and industries. Among one of the hardest hit is 
agribusiness – specifically wineries – which depend on stable soils and 
climatological consistency to deliver a viable product. How will raging 
wildfires, searing temperatures and flooding rains change the business? 
And how can insurers assist worried vintners and their customers?

brett mCKenZie
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In Chile, in January 2017, the worst forest fires in a 
century damaged or destroyed parts of at least a hundred 
vineyards, including some with century-old vines across 
the Maule and Colchagua valleys. Anguished winemakers 
were pained to witness the destruction of vines that their 
families had tended with love and sacrifice for years. 
Chilean authorities declared the damage as the worst 
forestry disaster in the nation’s history. Wildfires also 
diminished 2016’s crop in France’s Languedoc appellation 
in September, only a month after “golf-ball sized” hail 
destroyed hundreds of acres near Montpelier.  Additionally, 
a late frost caused between $1.1bn and $2.2bn in 
damages to  vineyards in Bordeaux in May 2017.  

Meanwhile, in November 2016, New Zealand lost five 
million liters of wine in under three minutes when a 
magnitude 7.8 earthquake shook the southern island 
with an estimated force of “40 atomic bombs”.  The 

Over-exposed – vineyard  
volatility amid a changing climate
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But these geographic characteristics invite plenty of risk. 
In an increasingly volatile global climate, winemakers 
and vineyard owners must contemplate their insurance 
programs more carefully than ever before. 

mother nature against the vine
In recent years, natural disasters and catastrophes in wine 
regions have featured prominently in industry headlines. 
In South Africa’s winelands, a two-year-long drought has 
begun diminishing recent vintage production volume. 
Just as South African wines were gaining renown and 
respect from wine critics and sommeliers around the 
globe, the el niño-Southern Oscillation (enSO) 
occurred and brought excessive heat and dryness 
to the country. The 2016 ENSO, a recurring weather 
phenomenon that causes below normal rainfall in 
southern Africa, was the worst in 50 years. Meanwhile, on 
the other side of the world, formerly drought-impacted 
Californian appellations were drenched with rain and 
impacted by floods as nearby rivers overflowed — some 
for the first time in 10 years.  

Five steps to securing your 
personal wine cellar from disaster
1)    Use seismic retrofitting. Any wine cellar 

in a home that is not properly secured to the 
foundation is at risk. Homes built prior to 1970  
should be evaluated by a structural engineer or 
licensed contractor to be sure it meets modern 
seismic design standards.

2)    Secure your wine racks. Bolt the wine racks 
to the wall and install at a slight upward angle. 
Store the bottles horizontally and use specifically 
designed earthquake pins or chains to secure the 
bottle necks to the racks. For new cellars, consider 
purchasing earthquake resistant racks that have 
already been designed to tilt towards the wall at a 
6.5º degree angle.

3)    minimize storage height. Keep the storage 
height as low as possible to reduce the chance of 
breakage. Large heavy cases should be stored on 
the lower level racks.

4)    install a backup generator. To preserve the 
condition of your wine, a climate-controlled 
environment is critical. In the event of a prolonged 
power outage, a permanent backup generator will 
ensure that a stable environment is maintained. 
A permanent backup generator will also provide 
power to other critical systems such as central 
station alarms and sump pumps.

5)    maintain an up-to-date inventory. In the event 
of a loss, a detailed inventory and documentation 
(e.g. appraisals and invoices) will help expedite 
the claims process. Store backup copies of all 
documentation in a secure off-site location. 

Due to changing climate, many wine producing regions may be  
untenable by the turn of the century, if not sooner.
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areas cooled by the sea breeze may be able to successfully 
grow grapes as a result of rising temperatures.

“I recently spent a good deal of time in the 
Stellenbosch, Constantia and Swartland regions of 
South Africa, as well as the Hemel-en-Aarde region 
along the south coast,” says Dan pastore, Distributor 
and manager, Kings fine Wines & Sprits, Short 
Hills, new Jersey. “The general consensus is that the 
Western Cape is facing climate change that will be 
detectable as early as 2030. These predications are 
very complex, of course, but the overall sense is that 
great challenges are here now, forcing winemakers to 
respond immediately.”

loss equaled approximately 2% of New Zealand’s annual 
production. Many wines in the Marlborough region were 
moved to avoid damage from 1,785 aftershocks. 

While, in general, a grape harvest during a hot year in a 
warm climate can produce a great vintage, excessive heat 
can be disastrous, causing sweeter and higher alcohol 
content wines, which isn’t always desirable. Problems due 
to climate change can range from irrigation difficulties 
to disease to soil erosion caused by excessive rainfall or 
flooding. Some climate specialists see southern parts of 
Europe and California as being particularly susceptible to 
the threat of global warming. In fact, some are predicting 
that in California by the end of the century only coastal 

Mitigating climate and catastrophe risks in the world’s major wine regions

UniteD StAteS
1.  Loss of suitable land for production due to lack 

of water and excessive heat
2.  Rising seas could threaten coastal California and 

low-lying areas of Oregon and Washington
3.  Oregon and Washington could become the “new 

Napa”; British Columbia, Yukon and Yellowstone 
could produce Pinot Noir 

SOUtH AmeriCA
1.  Possible shortening of the growing season on 

late-ripening Cabernet Sauvignon
2.  Focus on moving vineyards to higher, cooler 

elevations
3.  Harvest time could be pushed back further as 

heatwaves last longer

SOUtH AfriCA
1.  Warming and drying of the Western Cape may 

threaten wineries with persistent drought 
2.  Many regions now suitable for viticulture could 

be unsuitable by mid-century
3.  Shorter, warmer winters may affect grape 

quality, inviting complex vine diseases

eUrOpe
1.  Disrupted gulf stream: Bordeaux and coastal Spain/

Portugal may cool; Southern England could warm 
to levels seen in the Champagne region of France

2.  Spain’s interior may become warmer and dryer, 
threatening wine production significantly

3.  Mediterranean coastline, including France and 
Italy, may be completely inhospitable to grape 
production by 2050; wine regions move across 
English Channel towards North and Baltic seas

AUStrALiA
1.  Most of Australia is expected to dry and warm 

significantly, forcing planting of new varietals
2.  Murray River area in Southern Australia may be 

untenable for grape production by mid-century
3.  Cooler climates like in Tasmania will become 

wine producing meccas

CHinA
1.  China may be the climate change winner, 

as areas previously untenable for wine 
production will become more suitable

2.  Some of the best land for potential wine 
production in Central China is occupied by 
endangered animals like the panda bear

3.  Inner Mongolia may become a viable wine 
region by mid-century

*Sources: 
1   Global Economic Vitiviniculture Data, Organisation Internationale de la Vigne et du Vin, Paris, October 20, 2016
2   Top 10 Wine Producing Regions of the World, Wine Folly, Jan. 26, 2013
3   Wine Maps of the World, Wine Folly, April 20, 2016
4   Michelle Renée Mozell, The impact of climate change on the global wine industry: Challenges and solutions, Wine Economics & Policy 3 (2014) 

Source: Allianz Global Corporate & Specialty

eArtHQUAKe eL niŇO fLOOD WiLDfireDrOUGHt

UniteD StAteS 

SOUtH AmeriCA

eUrOpe
CHinA

SOUtH AfriCA

AUStrALiA

Climate change and catastrophe risks in the world’s major wine regions

CLimAte CHAnGe nOteS: impACt On  tHe WOrLD’S LeADinG Wine reGiOnS*
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Sensational storms and catastrophic events are 
attention-grabbing, but the reality is wine has 
been grown, bottled, distributed and enjoyed 
around the world for centuries across climates and 
despite catastrophes. Just as winemakers have an 
appreciation for how they can harness their natural 
surroundings to make award-winning wines, winery 
owners and operators must be prepared to tackle 
weather and geological events head-on when 
building their risk management programs. 

The first step for any winery, from a boutique 
vineyard to a production powerhouse, is to choose 
an insurance agent or broker who has access 
to insurance companies that understand the 
specialized nature of winery operations.  Insurers 
should have the capacity to protect wineries in a 
world of changing climate, while understanding 
the nuances of the wine business. Additionally, 
generous limits on a winery package product help 
to alleviate concern over the fickleness of weather. 

AGCS insures the winemaking process “from 
grape to glass”, including wineries and associated 
operations, property cover for vines, trellises and 
fences, personal property, wine caves, tasting rooms 
and restaurants, special events, residences and 
associated buildings, mobile agricultural equipment, 
free-on-board (FOB) shipments, international air 
shipments, beverage contamination, hotel and 
lodging and perishable stock. Insureds include 
vintners (boutique to conglomerate), wine merchants, 
distributors, restauranteurs, hoteliers and others 
involved in the growing, distributing and selling of 
wines, ciders and craft beers.

“One of the unique coverages that we offer at AGCS, 
is that aside from generous limits we also value 
lost wine at its selling price in the event of a natural 
disaster, a coverage which extends to in-process, 
library, and staged release wines, as well as harvested 
fruit,” says Dennis mah, Winery practice Lead, 
AGCS. “ Wine leakage is also covered at fair valuation 

Pastore adds that most areas in South Africa  are in the 
midst of a two-year drought. “Water shortage is the 
crucial component of the effect of climate change on 
the wine industry there. Some old vines, which in South 
Africa are 30 to 50 years old, like Chenin Blanc and 
Semillon, are true survivors and have adapted very well.” 

An issue now confronting wineries is their ‘carbon 
footprint’, a problem that goes far beyond the 

“from grape to glass” – the role of winery insurance

to ensure the fruits of your labor don’t end up down 
the drain”. 

Mah’s North America team  is broadening a deep 
California and Pacific Northwest winery insurance 
legacy to operations in the Midwest and Northeast 
parts of the US, and in the Niagara region of Canada. 

Atul Kulkarni, Global Head of Agribusiness, 
AGCS, adds: “Through its global subsidiaries, Allianz 
has insured some of the top wineries in the world for 
decades, from world-renowned estates in Napa and 
Sonoma to global award-winning labels in Bordeaux 
and Italy to wineries in emerging regions like South 
Africa. We continue to be the forefront of insurance 
coverages for wine property and we strive to be the 
carrier of choice for all wineries across the globe.  
Every winery is unique and we are here to help 
winery owners with their insurance needs.

“As climate change becomes more unpredictable, a 
stable and diversified insurer like Allianz can provide 
its winery clients the expertise and coverages needed 
to give them peace of mind,”says Kulkarni.
 
For more information visit www.agcs.allianz.com/
sectors/farm-and-ranch-insurance/winery-
insurance/

Wildfires in the mountains above a Napa Valley winery, California. (Photo: iStock). 

wine industry. A few wineries are moving towards 
achieving carbon neutral status – though many more 
need to address this issue. The bottom line is that 
times will be tough for grape growers in general as 
time moves on.  Most fine wineries are moving to 
organic and sustainable methods. The hope is that 
the tools for survival will be found in the vineyards, 
giving time for survival and adaptation in a harsher 
environment.  
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While perils like natural catastrophes and fires are still the 
business interruption (BI) triggers businesses fear most, 
according to the 2017 Allianz risk barometer, the nature of  
BI risk increasingly is shifting towards events such as cyber 
incidents or the indirect impact of acts of political violence, 
terrorism or civil commotion, which can result in large losses 
without causing physical damages. Global risk Dialogue looks 
at some of the new types of BI risks and explores what companies 
can do to mitigate them.

A new dawn  
of intangible  
bi risks
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Belgian army soldiers patrol the deserted streets of Brussels after a terrorist alert.



20

SpeCiAL  
tOpiC:  
intAnGibLe  
bi riSKS

in conversation: New BI risks
Global risk Dialogue (GrD) talks to Volker muench, Global 
Practice Group Leader, Property, AGCS, and thomas Varney, 
Regional Head of Allianz Risk Consulting, North America, 
about emerging business interruption (BI) risks and strategies 
companies can implement to mitigate these perils. The 
conversation was part of a special podcast.

GrD: Digitalization is transforming business as we know 
it, but as interconnectedness grows so does the threat of 
non-damage business interruption. What’s driving this?

VArneY:  One of the drivers 
is reliance on digitalization as 
businesses continue to upgrade 
technologically in order to 
be competitive. Many factors 
trigger BI including system 
interconnectedness and outsourced 

suppliers and businesses need to think about data as an 
asset, similar to the way they might think about physical 
property or raw products. As data-driven incidents 
through hacking, human error or technical failure 
continue to increase, businesses need to understand 
what may prevent this data from being used and what 
real impact it may create.  

GrD: So how do traditional BI and  non-damage BI 
events differ? And how do risk mitigation solutions such 
as BI insurance work? 

mUenCH: BI insurance provides 
financial support for lost profits 
and ongoing expenses until the 
company is ready to produce again. 
That’s general BI and then there are 
sub-types. One is interdependency, 
which is when a business is unable 
to produce at one of its locations, 

meaning certain parts are not delivered to another 
location, halting production. Then there is contingent 
BI (CBI), which is a situation where one of the 
suppliers or consumers is unable to produce or take a 
product from the business, meaning no income and 

ongoing costs. While in today’s insurance world, BI is 
still subject to physical damage to tangible property, 
we’re seeing an increasing emphasis on intangible loss 
identification.

VArneY: New triggers for non-damage BI are emerging 
constantly. It’s important that businesses understand this 
is evolving. The threats of today might be understood: 
but what about tomorrow? What about the next day? 
It’s an ongoing diligence to keep abreast of the impacts 
by understanding new and different aspects that are 
going to change as a business evolves. Another thing is 
understanding global supply failure and ensuring there is 
supplier resiliency, business continuity and proper supplier 
diversification. 

mUenCH: For example, consider a non-damage strike 
event. Assume a business depends on a harbor and the 
harbor workers go on strike. What would happen to their 
goods? They would sit at the harbor and wouldn’t be 
shipped and the business would suffer a non-damage event. 
The non-damage definition very much follows the same 
pattern as the physical damage, only there’s no damage 
to the property. Detached from insurance solutions, even 
macroeconomic developments can have a big impact. If 
the business produces items for a certain market which 
can no longer accept those products because technology 
has changed, then what? That is the kind of emerging risk 
we’re seeing more of. A good example was in Germany after 

“We’re seeing an increasing 
emphasis on intangible loss 
identification”
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the fall of the Berlin Wall: Eastern German companies that 
produced goods for Eastern European companies couldn’t 
sell products to Western markets because they were not 
designed for those markets. As such, they produced goods 
nobody wanted to buy.

GrD: What are some risk tips to help avoid  
non-damage BI exposure?

VArneY: One is seeking help from professional crisis 
managers who understand what the threat is and 

how to minimize the exposure. Is there an 
alternative? Is the situation so volatile that 
possibly you need to look for supplies to come 
from different parts of the world?

mUenCH: Make sure that as a company you 
have BI coverage. Insurers have to consider new 
triggers such as unavailability of services, power 
outages, closure by authorities, or import/export 
restrictions that might lead to a situation where 
a business either cannot produce its goods or 
can do so but can’t ship them. Insurers will find 
solutions to help detect those emerging risks. 

VArneY: Make sure you understand new facilities that 
you may have, mergers and acquisitions that may have 
occurred, different suppliers that you may be using – all 
of which continually change as a business evolves. It’s 
understanding today and going forward. It’s understanding 
geographical locations and what’s being made and how 
it is being processed. Are there alternatives? If not, do we 
need to stockpile for a couple of months? Non-damage BI 
may be created by terrorism or political violence, but while 
there’s little a business can do to mitigate an event like 
that, it’s understanding the political landscape of locations 
or facilities that are doing work for you or supplying you 
and the ongoing monitoring of those locations.  

This conversation is part of AGCS’ latest 
podcast: risk barometer 2017: business 
interruption. Download at www.agcs.
allianz.com/insights/podcasts/risk-barometer-
2017-business-interruption/. 

Risk consulting best practices
• Assessing technical standards of locations

• Evaluating supply chain management

• Improving business continuity programs

• Assessing natural perils exposure

•  Completing a risk assessment survey (business 
impact analysis) to better understand contingent, 
interdependent or non-damage perils

Types of BI insurance
Standard bi insuring loss of income and ongoing 
costs as a result of property damage to a business 
facility

Contingent bi (Cbi) extension to BI insurance that 
reimburses lost income and ongoing costs and extra 
expenses resulting from an interruption of business 
caused by a property damage at the premises of a 
customer or supplier

non-Damage bi (nDbi) insuring loss of income and 
ongoing costs from interruption of business caused 
by situations where there is no physical damage to 
the insured, the supplier or customer

Data-Driven (Cyber) bi (see page 25)

Which causes of business 
interruption (BI) are feared most?

Many of the 
major BI causes 
identified in 
the Allianz Risk 
Barometer relate 
to the increas-
ing impact of 
so-called  
non-physical  
damage  
events.

Respondents were able to pick more than one risk. Results are shown as a 
percentage of all responses. 

Source: Allianz Risk Barometer 2017, Allianz Global Corporate & Specialty
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When businesses  
get bit by bytes

A single cyber incident can lead to a severe 
interruption of normal business. And the 
number of incidents is growing. 

Globally, distributed denial of service 
(DDoS) attacks will increase over two-fold 
to 17 million by 2020, roughly 25% per 
year.   Network service provider, Akamai, 
noted a 77% increase in infrastructure layer 
attacks just in the period from Q3 2015 to Q3 

2016,  the largest of which – the mirai botnet 
– brought down the infrastructure provider, Dyn, and 
affected websites like Netflix, Twitter, the Guardian, CNN, 
etc. in October 2016.  Technical computer infrastructure 
failures are also increasing, causing transportation 

Whether it is due to a technical glitch, human error or, as in the 
recent petya and WannaCry cases, a full-on cyber-attack, as 
digitalization transforms the industrial world there is a significant 
cyber risk for companies delivering products and services. 
Implementing proper risk management procedures should be top 
priority, including understanding the significant threat posed by  
business interruption (BI).

What is a  
DDoS attack?
An attempt to make 
an online service 
unavailable by 
overwhelming it with 
traffic from multiple 
sources
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stoppages and manufacturing production interruptions. 
Reported data breaches, not including other cyber 
events, are expected to grow 40% a year by 20191. 

“Whether due to a technical glitch, human error or a 
highly skilled cyber-attack, these incidents are surfacing 
around the globe, which implies, collectively, the 
emergence of a ‘new normal’,” explains rishi baviskar, 
Senior Cyber risk Consultant, AGCS.

As digitalization joins together smart factories, 
grids, machines, public networks and other facilities, 
cyber incidents may disrupt many industries. New 
vulnerabilities are arising in which cyber criminals could 
exploit the increase in interconnectivity. 

1  New report points to alarming DDoS attack statistics and projections,  Corero, June 26, 2016

“Insurers could sign 
reciprocal secondment 
agreements with customers”
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After weeks, the hospital still experienced problems and 
months passed before normal business resumed 2. 

What damages resulted in the cyber incident? One-fifth 
of hospital operations were cancelled; emergency room 
services were sharply curtailed; hospital IT staff had to contract 
expensive British IT specialists to eradicate the virus; and 
doctors, staff and patients were inconvenienced for weeks. 
Luckily, no patient information was corrupted 3.  The incident 
shows the devastation that cyber incidents can cause and the 
resulting interruption that can afflict a business.

“Although in this scenario the focus was on the ransomware, 
the key consequence was unavailability of systems, as well 
as the slowdown of operations and services – in other words, 
cyber BI,” says Georgi pachov, AGCS Global  practice 
Group Leader Cyber, CUO property. 

Similar BI losses occurred when a large 
manufacturing company, Saint-Gobain, was 
struck by the petya ransomware attack in June 
2017, which caused it to be over two weeks (16 
days) with sub-normal operations activity. The 
company estimates its lost sales to be 1% worth 
of six months of revenue (about €200m according to 2016 
results).4 “These are good examples of how important 
technology is to normal operations - and how significant 
financial impacts can ensue,” Pachov says.

Smart still means vulnerable
“Cyber risks are not isolated to a particular segment, but 
span across different industries and company sizes,” says 
Pachov. “A cyber-attack, for example such as a DDoS  

tHe 1 minUte DiALOGUe
u     Cyber incidents are often associated with data 

loss or privacy but, more and more, business 
interruption is becoming a key risk for companies

u   Even though smart factories will reduce the 
number of physical damage losses, the number of 
cyber-driven BI events is predicted to increase 

u   As seen in the recent WannaCry case, 
“ransomware” attacks can easily stop production 
across many different industries

u   Cyber-attacks create a lot of public awareness 
about cyber risk but, more often, it is often 
mundane technical failures and IT glitches that 
cause cyber BI

As businesses rely more on digitalization to control and optimize 
production, insurance solutions address fast-moving and difficult to 

prevent or predict cyber exposures.

Whether accidental or planned, the end result of these 
incidents is business interruption (bi). Impacted 
businesses cross all sectors. 

Hacking into the hospital
An example of the vulnerability of one sector, in 
healthcare, can be seen when a hospital in Germany 
came under ransomware attack – a type of virus that 
incapacitates files and demands cash to extricate the 
maliciously encrypted data. 

Staff at Lukaskrankenhaus Hospital in Neuss, Germany, 
noticed one morning that the system was running slow 
and unusual error messages were popping up. The entire 
system, including servers and email, was moved offline. 
2   Hackers hold German hospital data hostage, DW News, Feb. 25, 2016
3  Cyber-Angriff sabotiert deutsches Krankenhaus, eperi, 19.02.2016
4  Cyber-attack, return to normal operations, Press Release, Saint-Gobain, July 13, 2017
5  Average large corporation experiences 87 hours of network downtime a year, ZD Net, Jan. 20, 2005

“Insurers could sign 
reciprocal secondment 
agreements with customers”

87 hours – average 
network downtime 
a year for large 
corporates5 
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The applicability of 
interconnected devices, smart 
factories, smart machines, and 
real-time monitoring, will lead 
to a convergence of IT (desktop 
applications, emails and office 
tools) and OT (smart machines, production devices 
and sensors) domains in the next 15 to 20 years. 

A “smart factory” includes real-time data communication 
and exchange from the raw material entry to the final 
shipping of the product and provides the logic to a variety 
of devices and machines in order to execute “smart” 
physical processes. 

“In such a scenario,” says Pachov, “machines identify 
anomalies and will shut down in order to prevent 
physical damage, which results in less physical 
damage losses. However, this will also lead to more 
frequent cyber-driven BI and to the necessity for cyber 
BI and cyber contingent business interruption (CBI) 
coverages.”

SpeCiAL  
tOpiC:   
CYber bi

can overload an online retailer’s web server and render 
it inaccessible.Technical glitches such as incompatible 
software components and sensors or inaccurately set 
temperature or pressure parameters can also cause the 
interruption of normal business activity.”

Businesses increasingly rely more on digitalization 
to control and optimize production. Likewise, 
interconnectivity makes the digital supply chain a 
fundamental part of business. Such dependencies 
make BI incidents ever more non-physical in 
nature. One estimate is that the Internet of Things 
(IoT) will add $10trn to $15trn to the global gross 
domestic product (GDP) by 20307.  

Digitalization is especially evident in the heavy 
manufacturing sector. The world now includes 1.1 million 
working robots and about 80% of the car-manufacturing 
work is allocated to robots8. Today, over 3.5 billion 
machines are connected within the global supply chain – a 
number that will only increase in future, to an estimated 
50 billion machines over the next decade. 

petya/WannaCry ransomware attacks; an airline’s “it meltdown” 
In June 2017, the petya ransomware cyber-attack 
affected some of the world’s largest corporations, 
including the Danish shipping company AP Moller-
Maersk, UK-based advertising group WPP, US delivery 
service provider FedEx, among others and UK-based 
pharmaceutical giant Reckitt Benckiser, which reported 
a £100m hit in revenue as a result of the attack 10. 

A month earlier, WannaCry, another ransomware 
program, infected more that 300,000 computers 
in 150 countries. The attack hit several large 
companies, including a major American parcel 
delivery company, a European car manufacturer 
and a Spanish telecom company. It disrupted the 
operations of the UK’s National Health Service and 
affected some operations of German rail network 
Deutsche Bahn, among others.

WannaCry is a worm that targets the Microsoft 
Windows operating system. It works by encrypting 
compromised data and locking it up, with the 
attackers asking victims to pay up to $200 ransom 
in bitcoins to regain access. It spreads through 
an erroneous click or download. Once it infects a 
computer it searches for other computers to attack.

In April 2017, British Airways experienced an IT 
meltdown of a different kind after an engineer 
disconnected a power supply. A power surge on 
reconnection knocked out BA systems over a holiday 

weekend, disrupting 75,000 passenger, costing it 
£80m ($100m)11, according to initial estimates.

These incidents again highlight how vulnerable compa-
nies are to cyber risks – be it a technical glitch, a human 
error or a cyber attack – and the BI that usually follows.

In the case of the WannaCry incident, although the 
ransomware payments were scant compared to the 
widespread nature of the attack – estimated to be 
somewhere between $50,000 to £100,000 – it was 
reported that the total cost of resuming commercial 
operations could run into billions of dollars.This is why 
cyber insurance promises to be the next blockbuster 
in the insurance space, says Hartmut mai, Chief 
Underwriting Officer for Corporate Lines at Allianz 
Global Corporate & Specialty (AGCS). 

While cyber insurance is already a mature market in the 
United States with an estimated premiums volume of 
$3bn, it is still an emerging segment in Europe and Asia.

Given the frequency of such events cyber security and 
related insurance will become an important part of 
corporate risk management strategies. 

These recent ransomware cases may lead insurers to 
underwrite their cyber risks more carefully, consider 
the risk aggregation of their exposures and pay more 
attention to the details and to certifying their clients’ 
cyber security protocols. 

6     Downtime costs auto industry $22k/Minute – Survey, Bartol Mag-Probe, Mar. 27, 2005
7   Ten illuminating stats about the Internet of Things, VE Interactive, Oct. 26, 2016
8   Automation, robots and AI: The rise of the supply chain machines, Digital Supply Chain, 11 November, 2016
9     Average large corporation experiences 87 hours of network downtime a year, ZD Net, Jan. 20, 2005
10  Massive cyber-attack could cost Nurofen and Durex maker £100m, The Guardian, July 6, 2017
11 BA faces £80m cost for IT failure that stranded 75,000passengers, Financial Times, June 15, 2017

 $1.3m to $3m  –
Downtime production 
costs per hour 
($31.7m per day) 
in the automotive 
industry6

  80% – of companies 
lost revenue when 
the network was 
down9 
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Cyber insurance solutions
Insurance solutions address the fact 
that cyber events are fast-moving 
and difficult to prevent or predict. 
Because of the uncertainty, many 
companies may not even know 
they have been impacted until long 

after the initial event. Standalone cyber insurance has 
been designed to specifically cover business losses and 
liabilities arising from cyber exposures. 

Cyber insurance focuses on non-traditional, non-damage 
cyber BI following an event. When an incident occurs 
and physical damage or machinery breakdown results, 
the resulting claim for damages typically falls under the 
standard property damage policy, due to the existence of 
physical damage as well as the difficulty to prove a cyber 
trigger in case of severe damage.

“The market needs to work on the ‘gray areas’ in cyber 
policies, as well as policy gaps and overlaps across 
different solutions,” Pachov says. 

“We are seeing more cyber covers that include a range of 
BI elements,” adds emy Donavan, Global Head of Cyber 
and tech pi, AGCS. 

As the industry grapples with the 
“silent” cyber exposures that may 
be triggered in routine incidents, 
and covered in traditional property 
and liability policies, it tends to study 
traditional wordings more closely in 
order to understand and calibrate 
new exposures. The issue, however, 
is that reported loss history is limited, 
particularly related to BI, and risk 
aggregation is difficult to quantify. 
Insurers are turning a corner but it’s 
definitely a work in progress, as they 

have to use hypothetical modelling scenarios. At the end 
of 2015, Lloyd’s of London asked its syndicates to come up 
with plausible but extreme cyber-attack scenarios and to 
report back estimated total exposure in what is to become 
“an annual requirement 13.”

“AGCS has had a Cyber BI product since the beginning of 
the 21st century,” says Pachov, “so it’s not something new 
for us. But the cyber BI severity we are seeing is definitely 
not driven by cyber-attacks and data breaches, nearly as 
much as hidden, non-reported technical/technological 
failure and/or internal operational errors.”

Cyber risk mitigation tips for 
companies of all sizes:
•   Consider potential exposures in line with the long-

term strategy and prepare for potential incidents

•   Know your assets and how to prepare, process and 
protect data

•   Implement monitoring and early warning systems to 
guard against data compromise and manipulation, 
digital anomalies along the business chain, viruses, etc.

•   Implement downtime tracking tools/software in 
order to reduce idle time and increase productivity

•   Develop a cyber strategy in conjunction with a 
business continuity plan (BCP)

•   Train employees how to identify data flow 
dependencies and related anomalies,  fake emails 
and not to click through on suspicious links. 

•   Ensure 100% back-up and timely recovery for all 
real-time (just-in-time) data-driven processes

•   Back up data off-site, segmented apart from the 
company’s network

•   Use role-based permissions for employees and do not 
grant more data access than needed for their jobs

•   Appoint a Chief Information Security Officer (CISO) 
to oversee the company’s operational technology 
(OT) landscape  

12    Average large corporation experiences 87 hours of network downtime a year, ZD Net, Jan. 20, 2005
13    Insurers grapple with cyber-attacks that spill over into physical damage, The Economist, 1 Dec. 2016

Donavan says that a way for companies to mitigate against 
cyber risk is to install a Chief Information Security Officer 
(CISO) or equivalent to implement a comprehensive 
information security management system (ISMS). 
“Although it is costly and time consuming, it is necessary 
not just for information security but also for the long-term 
health of the business. This is why it should be a board-level 
concern,” she says.
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$3.8m – Estimated 
average cost of a 
single data breach 
anywhere in the 
world12  

What is Cyber  
bi insurance?

Insuring loss 
of income and 
ongoing costs due 
to unavailability of 
data and computer 
systems caused by 
hacking, technical 
failure or human 
error
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When extreme  
events terrorize  
routine business  

In the year since the attack that killed 50 people at 
Orlando’s Pulse nightclub on June 12, 2016 – the 
US’ worst mass shooting ever– there have been a 
string of “lone wolf” terrorist incidents throughout 
Europe against innocent civilians.  Different methods 
of attack have been deployed, but patterns have 
emerged. 

One method has been to drive vehicles into crowds 
of pedestrians, as occurred in Nice (July 14, 2016:  85 
killed, over 200 wounded); at a Christmas market 
in Berlin (December 19, 2016: 12 killed, more than 
60 injured); on London’s Westminster Bridge and 
Parliament (March 22, 2017: five killed, 50 injured); at 
a Stockholm pedestrian promenade and department 

Terrorism and political violence are growing risks around the 
world. Companies in the vicinity of an event can feel business 
interruption effects whether or not they suffer property damage 
– as can their suppliers and customers. How can businesses 
plan for the impact of the new norm of “irrational” events? 
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store (April 7, 2017: five killed, over a dozen injured); 
or on the London Bridge and in Borough Market (June 
3, 2017: eight killed and dozens injured). 

Another method has been attacks carried out randomly by 
machete- or knife-wielding attackers, such as during the 
London Bridge attack, or random shooting attacks, such as 
when a lone shooter killed a policeman and then fired into 
a large group of bystanders in Paris (April 20, 2017: two 
dead and several injured).

A third method has been attacks by lone wolf suicide 
bombers, such as on the St. Petersburg subway (April 
3, 2017: 13 killed and dozens injured) and at the Ariana 
Grande concert in Manchester, England. (May 22, 

SpeCiAL tOpiC: 
terrOriSm bi
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When extreme  
events terrorize  
routine business  

promoting their ideology at all costs by inciting more 
numerous acts of political violence and terrorism.”

The changing nature of attacks in western cities can 
cause significant disruption to businesses located in 
the vicinity of an incident, as well, even if they have not 
been directly impacted. Given the current environment, 
so-called non-damage business interruption (NDBI) 
events are expected to increase in future. 

Through June 2016, as a result of the attack on Paris’ Stade 
de France, the Bataclan concert hall and surrounding areas 
(November 13, 2015: 130 dead and hundreds injured).  
France reported a 5.8% decrease in air traffic compared to 
the same period in 2015. Hotel stays were down 10% in 
April and May 2016, compared to the same period in 2015. 
And along the French Riviera, hotel reservations dropped 
by as much as 30% in the months following the Nice 
attacks1. French officials estimate that tourist revenues in 
Paris were €750m lower in the first half of 2016 than they 
were in the same period in 20152.

Similarly, after the Westgate shopping mall attack in 
Nairobi (September 21, 2013: 67 killed, scores wounded) 
$78m in insured property losses occurred, although the 
more significant loss was in BI for retailers, as the mall 
did not reopen until 22 months later, in July of 2015. It is 
one of the 20 costliest terrorist attacks in history from an 
insurance perspective 3.

mitigating the cost of non-physical damage bi 
Businesses in the vicinity of such attacks will suffer lost 

tHe 1 minUte DiALOGUe
u     Terrorism events have changed from coordinated 

“direct target” events like 9/11 to “indirect-target” 
events aimed at creating mass casualties in busy 
public spaces

u     Such incidents can cause significant disruption to 
businesses located in the vicinity, even if they have 
not been directly impacted

u     Insurers are offering new areas of insurance 
coverage beyond traditional terrorism insurance 
such as “denial of access” and “loss of attraction” 
to address disruptions

u     Contingency planning is crucial as it can take 
months for regular trading levels to return after 
an event

2017: 22 killed and over 50 injured). Many of the dead 
and seriously injured in the Manchester attack were 
teenagers leaving the concert venue.  

Such random attacks are unpredictable, difficult to 
defend against and at the core “irrational”. It is the 
“new norm”, according to Christof bentele, Head of 
Global Crisis management, AGCS, driven by terrorist 
groups like Isis (IS), Al-Qaeda, the Islamic Maghreb 
(AQIM), Al-Shabbab and Boko Haram, to name a few.

“Although property targets are still attractive, these 
groups have declared war on western governments 
and its citizens,” says Bentele. “They are not out to win 
the hearts and minds of the people; rather, they are 

SpeCiAL tOpiC:
terrOriSm bi

1  French tourism falls victim to terror attacks, Financial Times, July 29, 2016.
2  Insurers look to broaden policies to cover terror attacks, Financial Times, July 22, 2017
3  Insurers adapt coverage to  meet evolving terrorist threat, Financial Times, May 15, 2016

Terrorist attacks or political violence in urban centers can cause  
significant disruption to businesses located in the vicinity.
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planning for disruption
What should businesses think about when doing 
contingency planning against unpredictable terror and 
war risk events? While it is not feasible to assume that 
incidents will stop altogether companies should think 
about bottlenecks in their operation and the business 
impact if an event occurs.

“Following an act of terrorism or political violence at an 
insured location, unless a business is able to implement 
business continuity plans immediately, it can take 
months to get back to regular trading levels,” says Adam 
posner, Senior Underwriter, Crisis management 
north America, AGCS. 

“A little planning can help alleviate what could be a fatal 
exposure. For example, in the US, the government could 
take an inordinate amount of time to certify an event as 
‘terrorism’ under the Terrorism Risk Insurance Program 
Reauthorization Act (TRIPRA). This could seriously impact a 
company’s recoverability. Standalone terrorism insurance 
offers much more responsive bespoke coverage.”

revenues, whether or not they incur physical damage for 
the time the area is cordoned off or until the infrastructure 
can be repaired to allow entry of customers, vendors and 
suppliers: an individual business doesn’t have to be a direct 
victim of a terrorist threat to suffer a loss. 

Costs can be enormous – BI losses of almost €30m ($33.6m) 
per day were estimated by a Belgian business television 
program, the free market, in the aftermath of the March 22, 
2016 Brussels attack 4 –  leading insurers to cautiously offer 
new areas of insurance coverage beyond traditional terrorism 
insurance such as “denial of access” and “loss of attraction”.

A denial of access (access/ingress/egress) policy, covers 
loss sustained during the period of time when ingress 
to or access from the insured property is prevented. The 
trigger is physical damage and insurers commonly apply 
a radius to the impact area to include in the coverage. 
Policy extensions for aspects like denial of access 
following an act of terrorism are therefore important 
coverages to consider, Bentele explains.

“A broader form of BI cover is when there is no physical 
damage trigger but either a lockdown or a certified 
threat to a particular area,” explains Bentele. “This 
can impact a company directly and is one of the most 
common requests to insurers.”

Meanwhile, loss of attraction or “leader property” claim 
scenarios may occur where there has been no direct 
damage against a business’ premises or where there has 
been no physical damage at all. A BI impact resulting from 
a physical loss of attraction to a property in  the vicinity of 
the insured’s premises or as a result of a non-damage/
threat type event can be quantified. If there is a closure of an 
important landmark, airport, transport hub or of a particular 
place where large numbers of people come together (for 
example, a shopping mall, theme park or nightclub) a 
reduced number of visitors will result. Industries particularly 
exposed are retail, hospitality and leisure. Some insurers use 
forensic accountants to determine whether a business has 
lost attraction following such an incident.

“A growing number of coverage requests agree to a 
suitable wording for the cover which suits both parties 
and the ability to quantify indirect losses,” says Bentele.

SpeCiAL tOpiC:
terrOriSm bi

“BI losses of almost €30m 
a day were estimated after 
the Brussels attack”

 

u  Consider how quickly staff  can recover and get 
back to work following an incident

u  Investigate if your company is over-reliant 
on a particular supplier or customer;  avoid 
aggregation of suppliers 

u  Think about supply chain vulnerabilities  and the 
possible impact  of terrorism or political violence 
on them and create a contingency plan; this can 
create a contingent BI (CBI) scenario

u  Combine a physical damage (PD) BI all-risks 
product with terrorism to minimize coverage 
gaps

terrorism/political violence 
quick planning tips

4  Davy, P. After Paris. Continuity Insurance & Risk (CIR), 3 May, 2017
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located in such places) should be even more 
concerned. 

Concern should be given to direct vulnerability – type 
of business, proximity to high risk targets or near busy 
foot-traffic areas – and the impact of disruption of 
receipts to the bottom line. Many small companies 
don’t have sufficient continuity plans in place , but 
failing to do so can be disastrous.

“Despite terrorism schemes that exist in many 
countries, an extensive commercial terrorism 
insurance market still exists,” says Bentele, “which is 
very important for multinational companies spanning 
several or many jurisdictions. Purchasing a global 
policy to safeguard against terrorism can be quite 
complicated, but is vitally important.”

Larger businesses often have insurance and disaster 
recovery plans to recover quickly after an event. 
Smaller companies typically do not. It is estimated 
that fewer than 5% of small businesses have terrorism 
insurance policies.5  

While terrorism can occur anytime and anywhere,  
any size business can be impacted, either directly or 
indirectly. Businesses located in large urban areas or 
certain high-risk countries (or which have suppliers 

“Companies should think 
about bottlenecks in their 
operation”

Comparing political violence and terrorism insurance –  
What’s what?
There are various types of insurance available to cover 
different terrorism or political violence scenarios. Regardless 
of which type is selected, all terrorism and political violence 
insurance types include the following main coverages:

u  Property coverage: physical damages/losses 
sustained

u  BI/CBI coverage: denial of access due to  civil or 
military authority, supply chain issues, reduction 
to gross earnings suffered due to the necessary 
interruption of a business’ operations, and expenses 
incurred in attempting to reduce loss or increase 
operations elsewhere 

political violence insurance
u  Malicious damage: Physical loss/damage resulting 

from a malicious act committed for political reasons 
during a disturbance of the public peace

u   Insurrection, revolution and rebellion: Deliberate, 
organized armed citizen/subject resistance  to the 
laws of a sovereign government

u  Coup d’état; mutiny: Sudden, violent, illegal 
overthrow of a sovereign government; resistance by 
members of legally armed or peace-keeping forces 
to a superior officer

u  War; civil war: Conflict between two or more 
sovereign nations, declared or undeclared; a war 

carried out between or among opposing citizens of 
the same country or nation

Standalone strike, riot and civil commotion 
insurance
u  Strikes: Any willful act of any striker/locked-out 

worker during a strike;  any act of a lawful authority 
to suppress or minimize the strike’s consequence 

u  Riots, civil commotions: Any political act committed 
in the course of a disturbance of the public peace, by 
a group of persons; any act of a lawful authority to 
suppress or minimize the riot

Standalone terrorism and sabotage insurance
u  Act of terrorism: An act or series of acts, including the 

use of force or violence, by any person or group(s) 
of persons whether acting alone or on behalf of any 
organization(s) committed for political, religious or 
ideological purposes 

u  Sabotage: Any willful physical damage or destruction 
perpetrated for political reasons by known or 
unknown person(s)

note: “Full” political violence insurance would include 
all of the above. Coverage for any of the above could 
include physical damage, business interruption, 
contingent business interruption, denial of access, 
delay in start up and advanced loss of profit for 
construction projects.

5  Financial Times
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Democratizing the skies over Europe, Wingly – a ride-sharing company for light 
aviation – offers private pilots and passengers an option for sharing the costs and 
passion of non-commercial flight. 

that were passed since Wingly pilots operate as ‘not-for-
profits’, and it will be very interesting for us insurers to follow 
the growth of this new collaborative economy in airspace.” 
In the event of an accident, all passengers are covered by 
the passenger liability insurance used by the owner of the 
airplane.

To insure the program, Wingly turned to Allianz, working 
through the SAAM Verspieren Group, France’s third 
leading aviation insurance brokerage company. In excess 
to the primary regular insurance coverage attached 
to the aircraft, additional coverage is available which 
protects all passengers and third parties on the ground 
up to €1m, in case of insufficiency of the primary.  

bertrand Joab-Cornu, co-founder of Wingly, says, 
“Thanks to this ambitious program with Allianz we are 
taking flight-sharing to another level by offering broad 
coverage to our users.”

A new ride-sharing experience for small aircraft has taken 
off recently and Allianz is part of the collaborative success. 
Called “Wingly”, the service connects private pilots with 
passengers so that the high costs of private flight can be 
shared between them. Unlike Uber, private pilots do not use 
Wingly to make a living but to save money on their flights in 
order to fly more and pursue their passion. The service so far 
covers flights in Europe (France, Germany and the UK).

this is how it works: Pilots of small planes add their 
services to the Wingly website indicating their flight details, 
destination and number of available seats. Passengers 
book seats accordingly to a desired destination or just for 
a sight-seeing trip.Most flights cost less than £200 ($258) 
and many are less than £100 ($126).

“Wingly is quite innovative in the general aviation space,” 
says Gaëtan bareille, General Aviation Underwriting 
manager, AGCS. “It works within recent EU regulatory rules 

facts & figures
•   7,000 – number of flights available on Wingly’s 

online site (en.wingly.io/)

•   35,000 – number of active users in England, 
France and Germany

•   4,000 – number of registered pilots available for 
booking on Wingly

•   £110 – sample cost of a roundtrip day flight from 
London (Blackbushe) to the Isle of Wight

•   75% – amount pilots can cut the cost of an hour’s 
flight time through Wingly

•   £160 – average cost of general aviation flight per 
hour (depending on the model)

•   4-6 – average number of seats in planes 
operated by Wingly pilots

•   3 – more times on average that pilots can fly with 
Wingly for the same cost than if flying solo

By using Wingly, passengers can fly relatively cheaply and share a passion for private flight with pilots. 

Photo: Wingly



emerging cyber  
risk for directors

Visit www.agcs.allianz.com for the latest AGCS 
news and expert research on topics such as 
drones, shipping and cyber risk.

While cyber risks and exposures continue to threaten businesses, 
senior managers can also find themselves in the line of fire. In 
a special podcast, AGCS’ Global Head of Cyber, Emy Donavan, 
discusses how they can protect themselves from cyber threats 
and offers a number of risk tips to stay ahead of hackers.

AGCS, together with leading global law firm Clyde & Co, has also 
put together a checklist designed as a practical guide to issues 
that directors may wish to take into account when dealing with 
cyber risks. It examines five specific areas: board engagement; 
data protection; policies; IT security; and response plan. 

Download the podcast  http://www.agcs.allianz.com/
insights/podcasts/do-insurance-insights/

Download the checklist http://www.agcs.allianz.com/
insights/expert-risk-articles/emerging-risks-focus/
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COntent  
SHOWCASe

Hot work is defined as any activity that involves open flames or 
produces heat or sparks capable of initiating fires or explosions. 
This can include welding, cutting, soldering or electrical work in 
areas which may contain flammable or explosive atmospheres. 
Such activity continues to be one of the main causes of fires in 
industrial and commercial premises. 

In an effort to reduce this fire hazard, Allianz has assembled many 
of the industry’s best practices into a handy guidance document, 
which is available to download in a number of different languages 
at http://www.agcs.allianz.com/insights/white-papers-and-
case-studies/hot-work-management/

You can also complete the Hot Work management Client 
training module online (English only). This complimentary 
e-learning course takes approximately 30 minutes to complete 
and covers loss lessons and hot work procedures https://www.
agcs.allianz.com/assets/Applications/ArC/Hot-Work-
management/story.html

Hot work risk management

Visit www.agcs.allianz.com/sign-up-for-updates

AGCS is on twitter and Linkedin
Follow the Twitter handle
@AGCS_insurance
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Proactively engage with risk by performing 
detailed risk assessment and implementing 
a clear and robust cyber security strategy

Consider forming a specific cyber security committee

Consider engaging specialist third parties to undertake monitoring, 
assessments and security tests as part of enterprise risk management

Cultivate law enforcement and third-party contractor contacts in advance

Ensure cyber strategy is reviewed and revised periodically

Response
plan

Provide training and company policies on 
     detection of suspicious activity

Implement policies for network use and 
     the use of portable devices

Maintain and update training regarding cyber risks 

Adequately communicate policy for 
       reporting suspicious activity

Raise awareness of staff about phishing 
      and other techniques

Encourage vigilance amongst staff

Devise and implement clear 
       communication plan for notifying 
              data breaches

Develop a clear and defined data breach response plan that minimizes loss and quickly restores operation

Form a dedicated response team who are first responders in the 
     event of a breach – ensure members are from varying disciplines

Create list of external vendors to address security issues in event of a breach

Maintain a 24/7 senior management approval list in event of a cyber breach 

Set up defined and separate communication network for responders to communicate with one another 

Ensure response plan is communicated, tested and revised periodically

Ensure a report on breaches is regularly provided to the board

Preserve forensic information for investigations and improving security

Communicate cyber breaches internally to maintain awareness of threats

Consider appointing external lawyers to manage fallout from the breach

Notify insurers as necessary

Devise and implement plan to 
       handle media enquiries

Ensure you understand reporting 
      requirements in your jurisdiction

Identify employees and parties affected by the breach and act accordingly

Enact strict, role-based permissions to areas of the network containing sensitive data

Maintain strong and properly configured firewalls

Obtain, maintain and update antivirus/anti-malware 
     software regularly 

Limit third party access to the network

Restrict use of external devices

Require strong passwords that are regularly changed

Use appropriate encryption on portable devices

Periodically perform security audits

Regularly review security outsourcing and cloud-based services

Perform random staff testing (using test email) to 
     measure effectiveness of security and company policies

Consider implementing Digital Loss Prevention (DLP) 
      software to monitor traffic outbound on your network, 
              which can help identify breaches as they are happening

IT security

Board 
engagement

Data
Protection

Policies

Cyber 
Risks

Global director’s risk checklist: Cyber risk*

This checklist has been designed as a practical guide to issues that directors may 
wish to take into account when dealing with cyber risks. It is a general non-
exhaustive checklist and is not jurisdiction specific. It should not be used as a 
substitute for professional advice on issues within your jurisdiction and should not 
be taken as providing legal advice on any of the topics discussed.

*Checklists produced by Clyde & Co and Allianz Global Corporate & Specialty
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